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Purpose of the document

The purpose of this guide is to provide you witke findamental skills necessary to
productively use the Virtual Browser. This documeanhtains description of definition
used in application as well as in document, ancctfanal usage guide for Virtual

Browser. This guide is designed to provide a cotmgmeive, step-by-step introduction to
each of the major features of Virtual Browser.



Assumptions

This guide assumes you are using a mouse. At tilnased on personal need or
circumstances beyond your control, you may neagéothe keyboard.

It is assumed you are using a right-handed mowosthesleft button is the primary button.
When asked to click or double click, you should treeleft mouse button. If you are left-
handed use the Control Panel in Windows to reviirserimary key to the right mouse
button. Refer to the Microsoft Windows documentafior additional information.

Virtual Browser management console is unusuallgrcéand simple to operate. You don't
need to learn a lot of confusing concepts or passay additional technical skills to
work with Virtual Browser management console. Ofirse, you will need to be familiar
with the graphical user interface. However, if yeuhot accustomed to working with a
mouse, windows, icons, and the other elementsgrfiphical environment, refer to the
tutorial or reference manual for your operatingeys



Audience

This guide is intended for administrators of thetWal Browser management console.



Support

Share any other information that you find important that will help us process your
support request faster. Feel free to contact usouglr e-mail at
support@commonit.com
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Overview — About Virtual Browser

Virtual Browser delivers watertight security for bile and remote access to enterprise
web services and applications, using any end-pentce. By design, Virtual Browser
ensures endpoint devices and the enterprise neaverisolated from web-based threats
by executing core browser functionality on a dedidasecure server.



System overview

Security

By design, Virtual Browser does not execute comvser functionality on the user's end-
point device (PC, laptop, PDA, or other) but onealidated virtual server sited on the
enterprise DMZ or hosted as a service “in the clo@hly the presentation elements
(graphics, sound, keyboard, mouse, printing anaidaun on the user device.

Figure 1. System Overview - Security
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users end-point device (or on )
a USB key) displays only the The weab browers run on a server hosted in
presentation elements. the corporate infrastructure or in the coud

Web sessions are isolated into seperate
virtual instances.

This architecture insures user's devices are pgeategainst contamination by web-based
threats. Application execution and web-page rendetdkes place on the remote server,
and any attack is contained by the session-basesteevirtual machine.

The Virtual Browser architecture also allows bromsessions to be executed in isolation
from each other, depending on security policieshis way high-risk web surfing can be

executed in isolation from sensitive business apfibns such as CRM, online banking,
workgroup and intranet access.

Mobility

Virtual Browser delivers a solution for secure watess to enterprise applications and
data for mobile users. Similarly enterprises caw gecurely integrate partner access to
web-based business applications, improving colktimr and productivity with no extra
risk.



Figure 2. System Overview - Mobility
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Compared with traditional SSL VPN deployments, Wieual Browser solution has

multiple advantages. For a start there's no neediriointegrity checking on remote
devices. Applications executed in the Virtual Brewsnvironment cannot be infected by
threats hidden on the terminal, because there idirect connection between the
operating environment on the remote device andagiication environment. Only the

display and I/O elements are transferred betweent¢hminal device and the secure
application server.

With Virtual Browser the user always works in theivn personalized environment, even
when connecting from different terminals and lomas. PDA and Smartphone

deployments become significantly easier; site appliegation compatibility issues are

eliminated with the browser core components runoinghe server, and Virtual Browser
supports the Firefox, IE, Chrome and Safari remdpeingines.




Features

» End-point device and local data storage immunity.

P Application/session isolation - Allows analysis ditigéring of http and https traffic.
P Facilitates enforcement of web access and contditigs.

P End-point address masking.

Mobility:

Secure access to internal web applications.

Full-featured browsing on any end-point device.

Browser personalization follows the user acrossdewce and connection.
Session maintenance through connection interrugtion

Offline/remote downloading.

P Remote management.

v v v v w

k Auditing and reporting.

b Browser security updates automatically deployedpathdently of end-point device
connection.
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Benefits

Reduce cost of acquisition and ownership.
Insure end-point and network immunity against wabda threats.
Protect mobile users.

e . . .

Analyze and filter all content according to comptia, legal, or productivity policies.



Definition of terms used

P APPLICATION : Application refers to the web application or Websi

P BIND DN: The Bind Distinguished Name (DN) is used to perfothe
authentication on a remote LDAP server.

P DNS: Domain Name System (DNS) is a database systentrémsiates a computer's
fully qualified domain name into an IP address.

P FILTER QUERY: A query filter instructs Active Directory Domain &ees to find
data in LDAP query syntax.

P HOSTNAME: Host Name, also known as hostname, is the namengio a
computer system. The hostname is used to identifgrdcular host. Hostnames are
used by various naming systems like DNS, NIS, S#B,

P ICAP: Internet Content Adaptation Protocol (ICAP) isightweight protocol for
executing a "remote procedure call* on HTTP messaljeallows ICAP clients to
pass HTTP messages to ICAP servers for some sdramgformation. The server
executes its transformation service on messagessends back responses to the
client, usually with modified messages. Typicallye adapted messages are either
HTTP requests or HTTP responses.

P KERNEL: The kernel, the core of the operating system, leanitile basic functions
of the operating system like memory allocation,cess allocation, device input and
output, and so on.

» LDAP: Lightweight Directory Access Protocol (LDAP) ischent-server protocol
for accessing a directory service.

P MEMBER ATTRIBUTE : LDAP attribute used to search the groups a usengs
to.

P NIC: Each computer on the network, including the sepiersequired to have one
Network Interface Card (NIC) installed. It is thdONthat provides connectivity
between the PC and the network's physical medinencopper or fiber-optic cable.

P PAC: A proxy auto-config (PAC) file defines how web tugers and other user
agents can automatically choose the appropriateypserver (access method) for
fetching a given URL.

P PORT: A port is a "logical connection place" and speseifiy, using the Internet's
protocol, TCP/IP, the way a client program spesifieparticular server program on a
computer in a network.

P PROXY SERVER: A proxy server is a server that acts as an intdiang between a
workstation user and the Internet so that the priser can ensure security,
administrative control, and caching service. A grerrver is associated with or part
of a gateway server that separates the enterpeiseork from the outside network
and a firewall server that protects the enterpgresevork from outside intrusion.

P RENDERING ENGINE: Rendering engine is used to display web contents.
Rendering engine takes marked up content (suchTd4LHXML, image files, etc.)
and formatting information (such as CSS, XSL, etmjl displays the formatted
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content on the screen. It "paints" on the contesw af a window, which is displayed
on a monitor or a printer.

P SESSION: Session refers to the Virtual Browser session.
P STORAGE LOCATION : Storage locations refer to the server storagditmta

P SWAP: Swap space is an area on disk that temporarilgishal process memory
image. When physical memory demand is sufficieldly, process memory images
are brought back into physical memory from the sesaga on disk. Having sufficient
swap space enables the system to keep some physinadry free at all times.

P USER ATTRIBUTE : It refers to the LDAP attribute containing the ussme of a
user.

P USERSBASE DN: It refers to the base DN (or root) where all tsers are located
in the LDAP directory.

P VB AUTHENTICATION : It refers to the Virtual Browser feature that def
authentication policies using local or remote antivation server.

P VB CONFIGURATION : It refers to the Virtual Browser configuration feee that
allows setting up Virtual Browser configuration.



Chapter 3 Getting Started

Overview — Getting started
Login to the Virtual Browser

Log out of the Virtual Browser
Home page

Change Password (Preferences)
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Overview — Getting started

This section explains how to navigate through tivtuel Browser management console.
The Virtual Browser management console allows yoguickly set up and monitor your
Virtual Browser server.



Login to the Virtual Browser
management console

To login to the Virtual Browser management console:

1. Open a web browser, such as Internet Explorer,ddpts or Firefox.
2. In the web browser address field, enter the VirBrawser URL.
3. Pres<Enter. The Login screen appears.

Figure 3: Login

Username
Password

Remember me [0

Click here to login

Enter your login username in thisernamefield.
5. Enter the password for your login in tRasswordfield.

6. Default Username and Password is admin, it is recended to create new Admin
user and password.

7. Select or deselect tiemember mecheckbox;

If checked, the management session will remairvaend expires after a month
of inactivity. Session will remain active evenlittbrowser is closed.

If not checked, the management session will exgfiter 1 hour of inactivity or if
the browser is closed.

8. Click Login. The system logs you in and displays the Virtuaivizsser management
console home screen.
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Log out of the Virtual Browser
management console

You can log out of the Virtual Browser managemesmsole any time from any screen.
To log out from the Virtual Browser management cdes

1. Click on Logout at the upper right corner on the current VirtualoBser
management console screen.

Figure 4. Logout

Pt

.-"_)f.-'__;
f |l.' & agout
ot

Browser 7 Y
by cormmond T Hom

Welcome admin !

The Virtual Browser management console allows you to quickly set up and monitor your Virbual Browser server,

& Quick actions & Overview
© Add local users Wersion: 1.0.1
9 Test authentication Updates: Updates available
@ Manage sessions License: Mot installed (add one)
& System averview VM usage: 0/ 10 (see detail)
D View logs

"‘..I all rights reserved © 2008-200% www. comemonit.com

= Up
virtual Browser by commonIT

Click here to logout



Home page

When you log into the Virtual Browser managemenmtswbe, you get the Virtual Browser
management console home screen. The following diguavigates you through the
Virtual Browser management console home screen.

Figure 5: Home page
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Change Password (Preferences)

This section explains the procedure to change élssvpord for your Virtual Browser user
account. If you have administrative privileges, yaun change the password for the local
user as well usingdit Userscreen.

To change the password for your own local user@auco

1. Click Preferenceson the Virtual Browser management console homeescrThe
Preferences screen appears.

Figure 6: Preferences

2. To change the password, cli€khange password The Change password screen
appears.



Figure 7. Change password

o o kM w

\ 4

Enter your existing password in tidéd passwordfield.

Enter the new password in tRasswordfield.

Enter the password that you entered in step 4eiR#issword (confirmation)field.
Click Save
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Overview — VB Configuration

The VB Configuration option of the Virtual Browseranagement console allows you to
set up your Virtual Browser server by creating & t®nfiguration objects. You can set
up your browser configuration, define your web amilons, upload your own Session
icons, and create your own sessions.

On clicking VB Configuration menu in the left parsdlthe Virtual Browser management
console home screen, the VB Configuration screemeans. The following figure
navigates you through the VB Configuration screen.

Figure 8: Overview — VB configuration
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License

With the License option, you can view detail oftaied license, set (install) license, and
change the license key.

To view the detail of installed license:

1. Under VB Configuration, clickicense The Virtual Browser license screen appears.

Figure 9: License details — Not installed

Setting license
To set Virtual Browser license:

1. Under VB Configuration, clickicense The Virtual Browser license screen appears.
2. Click Set license The Set license dialog box appears.



Figure 10: Setting license

3. Enter the license key details in thieense keyfield.

To save the entered license key cl@K. If you enter incorrect license key, you may
receive a system error message of entering inliaéidse key.

5. After entering correct license key, system displgsfollowing message

Figure 11: License installed message
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6. Once you install the license, system will take y@ck the Virtual Browser license
screen from where you can see the details of ladtiitense

License: License Number.
Customer: Name of the licensee.
Validity: License validity period.

Users: Number of users, also shows the number sifllad license out of
available licenses.

Figure 12: License details

7. If you wish to change the license key any timegkoChange licenseThe Set license
dialog box appears.

If you have any problem, feel free to contact Comhicupport at



Configuration templates

With Configuration templates, you can view list Qonfiguration templates, add
Configuration templates, edit or delete existingfiyuration template.

Configuration templates are used to configure beswsnfiguration. You can define
various configuration objects like, rendering emgirflash engine, java runtime
environment, PDF option, proxy server, and ICAR/eeusing configuration template.

By configuring templates, you can control displalyveeb content, print and sound
options.

Viewing configuration template list

Adding configuration template

Editing configuration template

v v v v

Deleting configuration template

Viewing configuration template list
To view the Configuration template list:
1. Under VB Configuration, clickConfiguration templates. The Select Configuration

template to change screen appears, which displayfl existing configuration
template.

Figure 13: Viewing configuration template list

2. Click onAdd Configuration template to add new configuration template.
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3. Click on any existing configuration template nam@pen the configuration template
in edit mode.

Adding configuration template
To add a Configuration template:

1. Under VB Configuration, clickConfiguration templates The Select Configuration
template to change screen appears.

2. Click Add Configuration templates. The Add Configuration template screen
appears.

Figure 14: Adding configuration template

3. Enter the Configuration template data as desciibdte below table.



Table 1: Adding configuration template

Field Description
Name Enter the name for the Configuration template.
Description Enter the description for the Confidima template you ar

D

adding.

Rendering engine

Select the required renderingnergpftware from the list.

Note: We recommend using MSHTML rendering enginadoess
specific applications and not to surf on the Iné¢rn

Flash engine Select the required flash engine soéhrom the list.
Java Select the version of the Java runtime enwient.
PDF Select the required PDF option from the list.
Audio/Video Select the Audio/Video player from .

Office documents

Select the required Office documen

Proxy server

Enter the Proxy server address. You esder either the proxy
address (ip:port, for example 10.1.1.1:3128) oraxyPauto-config
URL using the 'PAC' keyword (for example
PAC:http://example.com/proxy.pac).

ICAP server

Define the URL of the ICAP server talgne downloaded files.
Example: icap://icap-server.example.com/srv-av. Yan test the
ICAP server by clicking onCheck Server link. For more
information se€Check ICAP server

Allow users to print

Select this option to allowetlisers to take print inside Virtual
Browser.

Enable sound

Select this option to allow sounddm¥irtual Browser.

4. To save the Configuration template data, cBelve

You can test the ICAP server by clicking @heck Server link. Following screen

displays ICAP test result.

28



To close the ICAP test result screen, clilkse

To edit an existing Configuration template:

1. Under VB Configuration, clickConfiguration templates. The Select Configuration
template to change screen appears.



Figure 15: Editing configuration template

2. Click the Configuration template that you want tdite The Edit Configuration
template screen appears.

3. Update the Configuration template data as desciib#te below table.

Table 2: Editing configuration template

Field Description
Name Enter the name for the Configuration template.
Description Enter the description for the Configima template you ar

adding.

117

Rendering engine

Select the required renderingnergpftware from the list.

Note: We recommend using MSHTML rendering enginadoess
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Field Description

specific applications and not to surf on the Inée
Flash engine Select the required flash engine soft\from the list.
Java Select the version of the Java runtime enwient.
PDF Select the required PDF option from the list.
Audio/Video Select the Audio/Video player from .

Office documents

Select the required Office documen

Proxy server

Enter the Proxy server address. Yaou esder either the prox
address (ip:port, for example 10.1.1.1:3128) oraxyPauto-config
URL using the 'PAC' keyword (for examp
PAC:http://example.com/proxy.pac).

ICAP server

Define the URL of the ICAP server talgne downloaded files.

Example: icap://icap-server.example.com/srv-av. Yan test the
ICAP server by clicking onCheck Server link. For more
information se€Check ICAP server

<

Allow users to print

Select this option to allowetlusers to take print inside Virtu
Browser.

al

Enable sound

Select this option to allow soundim¥irtual Browser.

4. Click Save

To delete an existing Configuration template:

1. Under VB Configuration, clickConfiguration templates. The Select Configuration
template to change screen appears.

2. Click the Configuration template that you want tdite The Edit Configuration
template screen appears.



Figure 16: Deleting configuration template

]

3. To delete the selected Configuration templatekdlielete
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Applications allow you to view the list of existingeb applications, add a new web
application, and edit or delete an existing wehbiagation.

Applications are used to define web applicatiordbfining URLs. You can decide which
URLs should be restricted and which URLs are regliby the application to work
properly. You can do this by defining restricted Il$Rand other required URLSs, while
defining applications. Setting and using applicadics used to split web sessions.

Sessions which are not using application will netable to reach the restricted URLS,
defined in the application.

Viewing application list

Editing application

[ ]
F Adding application
[ ]
[ ]

Deleting application

To view the Application list:

1. Under VB Configuration, clickApplications. The Select Application to change
screen appears, which displays list of existindiagtons.

Figure 17: Viewing application list

2. Click onAdd Application to add new application.
3. Click on any existing application name to openapplication in edit mode.



Adding application
To add an Application:

1. Under VB Configuration, clickApplications. The Select Application to change
screen appears.

2. Click Add Application. The Add Application screen appears.

Figure 18: Adding application

3. Enter the Configuration template data as describbditke below table.
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Table 3: Adding application

Field Description

Name Enter a name for the web application.

Description Enter a description for the web appitra

Start URL Enter the URL of the web application. §hwill be a default

homepage for the application.

Restricted URLS

Enter the URLs of the restricted w@pplications. Sessions whi
are not using application will not be able to redlsh restricted
URLs, defined in the application.

Other required URLs

Enter the URLs of the requivesb applications. Other require
URLs are required by the application to work prdypewwhen an
application is bind in a session, all URLs not defl in the
application(s) will be forbidden, so if some URL® aequired for
the application to work, they must be defined.

2d

Image

If you select Icon from the given dropdovat, Isystem displays th
browse button to select Icon file. To add the icorowse to the
icon that you want to add for the application.

4. To save the added web application details, Hake

To edit an existing Application:

1. Under VB Configuration, clickApplications. The Select Application to change

screen appears.

2. Click the name of the application that you wanettit. The Edit Application screen

appears.



Figure 19: Editing application

3. Update the Application information as describethim following table.

Table 4: Editing application

Field Description

Name Enter a name for the web application.

Description Enter a description for the web appitra

Start URL Enter the URL of the web application. §hiill be a default

homepage for the application.

Restricted URLS

Enter the URLs of the restricted wpplications. Sessions whi
are not using application will not be able to redloh restricted
URLs, defined in the application.
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Field Description

Other required URLs Enter the URLs of the requivesb applications. Other required
URLs are required by the application to work prdypewhen an
application is bind in a session, all URLs not defl in the
application(s) will be forbidden, so if some URL= aequired for
the application to work, they must be defined.

Image If you select Icon from the given dropdovat, Isystem displays the
browse button to select Icon file. To add the icbrgwse to the
icon that you want to add for the application.

4. To save the made changes, cl8kve

To delete an existing Application:

1. Under VB Configuration, clickApplications. The Select Application to change
screen appears.

2. Click the name of the web application that you wantlelete. The Edit Application
screen appears.



Figure 20: Deleting application

]

3. To delete the web application, cli€lelete
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With Icons, you can add a new Session icon andagdielete an existing Session icon.
Icons are used in the Virtual Browser agent to shosers available sessions.
Administrator can upload icons for their own welpléggations apart from default icons
provided with Virtual Browser.

Viewing session icons list

Adding session icon

Editing session icon

v v v v

Deleting session icon

To view the Configuration template list:

1. Under VB Configuration, clickcons. The Select Session icon to change screen
appears, which displays list of existing sessiamic



Figure 21: Viewing session icons list

S

2. Click onAdd Session icorto add new session icon.
3. Click on any existing session icon name to opers#ssion icon in edit mode.

Adding session icon
To add a Session icon:

1. Under VB Configuration, seledtons. The Select Session icon to change screen
appears.

2. To add a Session icon, cligtddd Session iconThe Add Session icon appears.
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Figure 22: Adding session icon

Enter the name for the Session icon inNtane field.

Enter description for the Session icon in Bescription field.
Click Browseto browse and add the required Session icon.
Click Save

o o kM w

Editing session icon
To edit an existing Session icon:

1. Under VB Configuration, seledtons. The Select Session icon to change screen
appears.

2. Click the name of the Session icon that you wanedd. The Edit Session icon
screen appears.



Figure 23: Editing session icon

3. Edit the name of the Session icon in Nemefield.

4. Edit the description of the Session icon in Brescription field.

5. If you want to replace the existing icon, cliBkowseto add the new Session icon.
6. Click Save

To delete an existing Session icon:

1. Under VB Configuration, seledtons. The Select Session icon to change screen
appears.

2. Click the name of the Session icon that you wanddtete. The Edit Session icon
screen appears.
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Figure 24: Deleting session icon

i

3. To delete the selected icon, cliblelete



Storage locations

The Storage locations allow you to add new Stotagations and edit or delete existing
Storage locations. Storage location is used tondeftones on the server for
downloaded/uploaded files. Each user can stomnitsfiles; files are not shared between
users. All sessions can share the same zone orseasion can have a different zone.
Defining storage locations can be used to restiicess to a zone with internal files to a
browser having access to internet.

Storage locations list

Adding storage location

Editing storage location

v v v v

Deleting storage location

Storage locations list
To view the Configuration template list:

1. Under VB Configuration, clickStorage locations The Select Storage location to
change screen appears, which displays list ofiegistorage locations.

Figure 25: Viewing storage locations list

2. Click onAdd Storage locationto add new storage location.
3. Click on any existing storage location name to ojmenstorage location in edit mode.
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To add Storage location:

1. Under VB Configuration, seletorage locations The Select Storage location to
change screen appears.

2. Click Add Storage location The Add Storage location screen appears.

Figure 26: Adding storage location

3. Enter the name for the added Storage locationeiNtme field.
4. Enter description for the added Storage locatiahé&Description field.
5. Click Save

To edit an existing Storage location:
1. Under VB Configuration, seletorage locations The Select Storage location to
change screen appears.

2. Click the name of the Storage location that you twanedit. The Edit Storage
location screen appears.




Figure 27: Editing storage location

3. Edit the name of the Storage location in Hemefield.
4. Edit the description in thBescription field.
5. Click Save

Deleting storage location
To delete an existing Storage location:

1. Under VB Configuration, seletorage locations The Select Storage location to
change screen appears.

2. Click the name of the Storage location that you twandelete. The Edit Storage
location screen appears.

Figure 28: Deleting storage location

|

3. To delete the Storage location, cliDklete.
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The Sessions option allows you to add a browsesi®es and edit or delete existing
sessions. Sessions are shown to the users afteiindtpe Virtual Browser agent.

b If application is selected: Session can only access the defined applicatiochwh
contains list of restricted URLs and other requitdBLs. All other URLs are
blocked.

If application is not selected:All URLs are allowed except restricted URLs define
in all the used applications (selected in othesises).

-

Sessions list
Adding session
Editing session
Deleting session

b . . .

To view the Configuration template list:

1. Under VB Configuration, clickSessions The Select Session to change screen
appears, which displays list of existing sessions.



Figure 29: Viewing session list

a

2. Click onAdd Sessiorto add new session.
3. Click on any existing session hame to open them@ess edit mode.

Adding session

Prerequisite

Icons

Storage locations

b
F Configuration templates
[ ]
P Applications

To add Session:

1. Under VB Configuration, selecBessions The Select Session to change screen
appears.

2. Click Add SessionThe Add Session screen appears.
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Figure 30: Adding session

3. Enter the Session details as described in the biclole.

Table 5: Adding session

Field Description

Name Enter the name for the browser session.

Description Enter the description for the browsessson.

Icon Select the Session icon for the added brossssion. You can ad

a new icon by clicking the plus sign. For instran8 on adding ¢
Session icon, Sekdding session ican

&

Start URL Enter the URL of the web application floe added Session.




Field

Description

Session configuration

Select the required Sessiafiguration from the list. You can ad
a new Session configuration by clicking the plugnsi For
instructions on configuring Session, séelding configuration

template.

Keep session information

To keep the session irdtion between each connection in a y
specific directory, select this checkbox. Examples session
information include cookies, history, and so on.

Storage location

Select a Storage location for doaded files from the list. You

can add a new Storage location by clicking the @igs. For
instructions on adding storage location, s&dding storage
location

ser

r

lus

Applications Select the required web applicatiamfrthe list.

P You can select multiple web applications. Hold Ct
on Windows or “command” on Mac to select more
than one application.

P Leave the list as it is for a default web applicati
which is Internet.

b Once you select the application, selected apptiné)
will be displayed just below the Applications seiec
dropdown in grid format.

P Remove button is provided against each selected
application, click onRemove button to cancel the
selection.

P You can add a new application by clicking the p
sign or‘Add Application’ . For instructions on adding
application, se@dding application

Groups Select the required groups from the list.

P You can select multiple groups. Hold “Ctrl" ¢
Windows or “command” on Mac to select more th
one group.

P Leave the list as it is for a default group, whish
everyone.

P Once you select the group, selected group(s) weil
displayed just below the Groups selection dropdow
grid format.

n
an

=]

P Remove button is provided against each selected

group, click onrRemovebutton to cancel the selection.
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4. Click Save

Editing session
To edit an existing Session:

1. Under VB Configuration, selecBessions The Select Session to change screen
appears.

2. Click the name of the Session that you want ta &tlié Edit Session screen appears.

Figure 31: Editing session

3. Edit the Session details as described in the b&ible.



Table 6: Editing session

Field Description

Name Enter the name for the browser session.

Description Enter the description for the browsessson.

Icon Select the Session icon for the added broasssion. You can ad
a new icon by clicking the plus sign. For instran8 on adding ¢
Session icon, Sekdding session ican

Start URL Enter the URL of the web application floe added Session.

Session configuration

Select the required Sessiafiguration from the list. You can ad
a new Session configuration by clicking the plugnsi For
instructions on configuring Session, séelding configuration

template.

Keep session information

To keep the session irdtion between each connection in a y
specific directory, select this checkbox. Examples session
information include cookies, history, and so on.

Storage location

Select a Storage location for doaded files from the list. You

can add a new Storage location by clicking the migs. For
instructions on adding storage location, sAdding storage
location

Applications

Select the required web applicatianfrthe list.

P You can select multiple web applications. Hold Ct

157

o

ser

r

on Windows or “command” on Mac to select more

than one application.

P Leave the list as it is for a default web applicati
which is Internet.

P Once you select the application, selected appliné)
will be displayed just below the Applications sd¢iec
dropdown in grid format.

P Remove button is provided against each sele
application, click onRemove button to cancel th
selection.

P You can add a new application by clicking the p
sign or‘Add Application’ . For instructions on addin
application, se@dding application

Groups

Select the required groups from the list.

P You can select multiple groups. Hold “Ctrl" ¢
Windows or “command” on Mac to select more th

cted

)

lus

n
an

one group.
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Field Description

P Leave the list as it is for a default group, whish
everyone.

P Once you select the group, selected group(s) wll b
displayed just below the Groups selection dropdown
grid format.

P Remove button is provided against each selected
group, click orRemovebutton to cancel the selection.

4. To save the made changes, cl8kve

To delete an existing Session:

1. Under VB Configuration, selecBessions The Select Session to change screen
appears.

2. Click the name of the Session that you want to tdel€he Edit Session screen
appears.



Figure 32: Deleting session

]

3. To delete the selected Session, chiekete
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Chapter 5 VB Authentication

Overview - VB Authentication
Users

External servers

Backends

Groups

Test



Overview - VB Authentication

Virtual Browser management console can authenticsgées using a local database or an
external authentication server. With VB Authentigat you can define the authentication

policy, add local users, add LDAP server, createugs and perform authentication
testing.

Figure 33: Overview — VB authentication

Authentication is done through authentication bacdkas per defined policy. You can

defined the authentication policy using backend lighere you can move up or move
down local or remote authentication backend.
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Users
The Users option allows you to add local userseatidor delete an existing user.

Users list

Adding user
Editing user
Deleting user

v v v v

Users list
To view the Users list:

1. Under VB Auth, clickUsers The Select user to change screen appears, which
displays list of existing users.

Figure 34: Viewing users list

2. Click onAdd userto add new user.
3. Click on any existing user name to open the usedihmode.

Adding user
To add a user:

1. Under VB Auth, clickUsers The Select user to change screen appears.



2. Click Add user. The Add user screen appears.

Figure 35: Adding user

3. Enter the user details as described in the belbie.ta

Table 7: Adding user

Field

Description

Username

Enter the username for the user accohatu3ername should be
characters or fewer in length, and alphanumericaciters like letters
digits, and underscores.

30
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Field

Description

Password

Enter the password for the user account.

Password (again)

Enter the same password thatnteted in the Password field.

Certificate

You can use a X.509 certificate (thesgweord is not required if
certificate is attached) for authentication purp@lé&ek onBrowseto
select the certificate.

Personal info

First name

Enter the first name of the user.

Last name

Enter the last name of the user.

E-mail address

Enter the e-mail address of the user

Permissions

Staff status Select this option if you want to allthe user access to the admin
site.

Active Select this option if you want to treat tleer as active. You can clear
this checkbox if you want to deactivate the useoaat.

SuperUser Select this option if you want to alltw tiser all permissions.

Permissions Set permission for this user, you etetsfollowing permissions;

Can see logs

Can see monitoring

Action Monitoring Permission
Can see configurations

Can edit configurations

Can add/edit licenses

Can make update

Can see users

Can add/edit users

You can select one or more permissions by seleatggpective

checkbox. Selecting “Select All” checkbox will sefl@ll permissions




for this usel

4. To save the added user, cli8kve

Editing user
To edit an existing user:

1. Under VB Auth, clickUsers The Select user to change screen appears.
2. Click the username of the user that you want to &tie Change user screen appears.

Figure 36: Editing user
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3. Edit the user information details as describedienldelow table.

Table 8: Editing user

30

Field Description

Username Enter the username for the user accobatu3ername should be
characters or fewer in length, and alphanumericashers like letters
digits, and underscores.

Password To change the password, you need to delistiing password. Yo
can delete the password only if you have configaredrtificate.

Certificate You can use a X.509 certificate (thesgweord is not required if

certificate is attached) for authentication purp@lé&k onBrowseto
select the certificate.

Personal info

First name

Enter the first name of the user.

Last name

Enter the last name of the user.

E-mail address

Enter the e-mail address of the user

Permissions

Staff status Select this option if you want to allthe user access to the admin
site.

Active Select this option if you want to treat ter as active. You can clear
this checkbox if you want to deactivate the useoaat.

SuperUser Select this option if you want to allbw tiser all permissions.

Permissions Set permission for this user, you etetsfollowing permissions;

Can see logs

Can see monitoring

Action Monitoring Permission
Can see configurations

Can edit configurations




Field Description

Can add/edit licenses
Can make update
Can see users
Can add/edit users
You can select one or more permissions by seleatggpective

checkbox. Selecting “Select All” checkbox will sefl@ll permissions
for this user.

4. Click Save.

To a new user with X.509 certficate:

1. Under VB Auth, clickUsers The Select user to change screen appears.
2. Click Add user. The Add user screen appears.
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Figure 37: Adding user with X.509 certificate

3. Enter the user details as described in the belbie.ta

Table 9: Adding user with X.509 certificate

30

Field Description

Username Enter the username for the user accobatu3ername should be
characters or fewer in length, and alphanumericaciters like letters
digits, and underscores.

Certificate You can use a X.509 certificate (thesgweord is not required if

certificate is attached) for authentication purp@lé&ek onBrowseto
select the certificate.




Field

Description

Personal info

First name

Enter the first name of the user.

Last name

Enter the last name of the user.

E-mail address

Enter the e-mail address of the user

Permissions

Staff status Select this option if you want to wllthe user access to the admin
site.

Active Select this option if you want to treat tleer as active. You can clear
this checkbox if you want to deactivate the useoaaot.

SuperUser Select this option if you want to allbw tiser all permissions.

Permissions Set permission for this user, you etatsfollowing permissions;

Can see logs
Can see monitoring
Action Monitoring Permission
Can see configurations
Can edit configurations
Can add/edit licenses
Can make update
Can see users
Can add/edit users
You can select one or more permissions by seleataspective

checkbox. Selecting “Select All” checkbox will sel@ll permissions
for this user.

4. To save the added user, cl8kve
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Changing X.509 certificate
To edit an existing user:

1. Under VB Auth, clickUsers The Select user to change screen appears.
2. Click the username of the user that you want tb &tie Change user screen appears.

Figure 38: Changing X.509 certificate

A 4

3. Edit the user information details as describedienkielow table.



Table 10: Changing X.509 certificate

Field Description

Username Enter the username for the user accohatu3ername should be 80
characters or fewer in length, and alphanumericachers like letters|,
digits, and underscores.

Certificate You can use a X.509 certificate (thesgweord is not required if g

certificate is attached) for authentication purp@ek onBrowseto
select the certificate. Select the Delete checkbadelete the current
X.509 certificate.

Personal info

First name

Enter the first name of the user.

Last name

Enter the last name of the user.

E-mail address

Enter the e-mail address of the user

n

Permissions

Staff status Select this option if you want to allthe user access to the admi
site.

Active Select this option if you want to treat teer as active. You can clear
this checkbox if you want to deactivate the useoaaot.

SuperUser Select this option if you want to allbw tiser all permissions.

Permissions Set permission for this user, you etatsfollowing permissions;

Can see logs

Can see monitoring

Action Monitoring Permission
Can see configurations

Can edit configurations

Can add/edit licenses

Can make update

Can see users
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Field Description

Can add/edit users

You can select one or more permissions by seleatggpective
checkbox. Selecting “Select All” checkbox will sel@ll permissions
for this user.

4. Click Save.

Under VB Auth, clickUsers The Select user to change screen appeatrs.

Click the username of the user that you want tetdelThe Change user screen
appears.

Figure 39: Deleting user




3. To delete the selected user account, diekete
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External servers

The External servers allow you to add LDAP autteatitbn server and edit or delete the
existing authentication server.

External servers list

Adding LDAP authentication server

Editing LDAP authentication server

v v v v

Deleting LDAP authentication server

External servers list
To view the External servers list;

1. Under VB Auth, clickExternal servers The Select authentication server to change
screen appears, which displays list of existingeyst

Figure 40: Viewing servers list

2. Click onAdd LDAP authentication server to add new authentication server.
3. Click on any existing server name to open the senvedit mode.

Adding LDAP authentication server

To add LDAP authentication server:



1. Under VB Auth, clickExternal servers The Select authentication server to change
screen appears.

2. Click Add LDAP authentication server. The Add LDAP authentication server
screen appears.

Figure 41: Adding LDAP authentication server

3. Enter the server details as described in the b&ible.

Table 11: Adding LDAP authentication server

Field Description
Name Enter a name for the LDAP authentication
server.
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Field

Description

Description

Enter a description for the LDA
authentication server.

Hostname

Enter the hostname or IP address foetvers

Port

Enter the port number. Leave this filed blank
you wish to use the default port based
connection selected.

Connection

Select the required LDAP connection ftbm
list.

Authentication

Select the required LDAP authentizatfrom
the list. LDAP authentication is the bir
method, required to authenticate the user tq
server.

Bind DN template

Enter the login name for the DMhpéate of
simple bind. It defines how the bind DN will k
constructed based on the login name. %u
be replaced by the VB login name.

Users base DN

Enter the DN of the user. It is Seb tised tq
find users in the LDAP directory.

\P

A
on

d

the

e
will

User attribute

Enter the user attributes. It is thBAP
attribute containing the username of a u
User attribute must be identical to the VB log
name.

5er.
Jin

Member attribute

Enter the attribute of memberss the LDAP
attribute used to search the groups a
belong to.

ser

Filter query

Enter the LDAP query for user seleatitt is
the LDAP query which will be used to find tk
user in the LDAP directory. %u will b
replaced by the VB login name

ne

Admin account DN

Enter the DN for the Admin accoirtis is an
optional field and is used for group lookup.
the group lookup can not be done using
user credentials, a special account can be u

If
the
sed.

Admin password

Enter the password of the adminwatco




4. To save the added user, cl8kve

To set up LDAP authentication with an Active Diragt server:

1. Under VB Auth, clickExternal servers The Select authentication server to change
screen appears.

2. Click Add LDAP authentication server. The Add LDAP authentication server
screen appears.

3. Enter the server details as described in the b&lble.

Table 12: Setting up LDAP authentication with an Adive Directory server

Field Description Example
Name Enter a name for the server.
Description Enter a description for the server.
Hostname Enter the hostname for the server.
Port Enter the port IP address. Leave this filed
blank, if you wish to use the default port
based on connection selected.
Connection Select the required LDAP connection ffrom
the list.
Authentication Select the required LDAP autheniira
from the list. LDAP authentication is the
bind method, required to authenticate the
user to the server.
Bind DN | Enter the login name for the DN template| dfou@DOMAIN' where
template simple bind. It defines how the bind DNDOMAIN is the NT domain

will be constructed based on the log
name. %u will be replaced by the VB log
name.

Jiname and %u will be replace
iy the VB login name.

2d

Users base DN

Enter the DN of the user. It is e tised
to find users in the LDAP directory.

‘cn=Users,dc=example,dc=cq
m' for example.com domain i
your users are located in the
default sub tree.

User attribute

Enter the user attributes. It is tHRAP

'sAMAccountName'

attribute containing the username of a u

Ser.
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Field Description Example

User attributemust be identical to the V
login name.

Member attribute| Enter the attribute of membersisltthe| ‘'memberOf’
LDAP attribute used to search the groups a
user belong to.

Filter query Enter the LDAP query for user seleatiti | '(&(objectClass=person)(sAM
is the LDAP query which will be used tcAccountName=%u))'
find the user in the LDAP directory. %u
will be replaced by the VB login name

Admin account Enter the DN for the Admin account. Thig\n administrative account can
DN is an optional field and is used for groupe required for groups lookup
lookup. If the group lookup can not be dane

using the user credentials, a special account
can be used.

Admin password| Enter the password of the adminuwatico

To edit an existing LDAP authentication server:

1. Under VB Auth, clickExternal servers The Select authentication server to change
screen appears.

2. Click the name of the LDAP authentication serveattjou want to edit. The Edit
LDAP authentication server screen appears.



Figure 42: Editing LDAP authentication server

3. Edit the LDAP authentication server informationdascribed in the below table.

Table 13: Editing LDAP authentication server

\P

Field Description

Name Enter a name for the LDAP authenticati
server.

Description Enter a description for the LDA
authentication server.

Hostname Enter the hostname or IP address foetvers

Port Enter the port number. Leave this filed blank

you wish to use the default port based
connection selected.

A
on
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Field

Description

Connection Select the required LDAP connection fithm
list.
Authentication Select the required LDAP authentizatfrom

the list. LDAP authentication is the bir
method, required to authenticate the user tg
server.

d
the

Bind DN template

Enter the login name for the Dhpéate of
simple bind. It defines how the bind DN will |
constructed based on the login name. %u
be replaced by the VB login name.

De
will

Users base DN

Enter the DN of the user. It is $eb tised tdg
find users in the LDAP directory.

User attribute

Enter the user attributes. It is thBAP
attribute containing the username of a u
User attribute must be identical to the VB log
name.

5er.
Jin

Member attribute

Enter the attribute of memberss the LDAP
attribute used to search the groups a
belong to.

ser

Filter query

Enter the LDAP query for user selatatitt is
the LDAP query which will be used to find tk
user in the LDAP directory. %u will b
replaced by the VB login name

ne

Admin account DN

Enter the DN for the Admin accodiriis is an
optional field and is used for group lookup.
the group lookup can not be done using
user credentials, a special account can be u

If
the
sed.

Admin password

Enter the password of the adminwatco

4. Click Save.

1. Under VB Auth, clickExternal servers The Select authentication server to change

screen appears.



2. Click the server name of the server that you wantdélete. The Edit LDAP
authentication server screen appears.

Figure 43: Deleting LDAP authentication server

A

3. To delete the selected server, cli&lete
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With Backends, you can add local or remote autbatitin backend and add or delete an
existing authentication backend.

Authentication backends are used to configure hogvia which order authentication is

done. This can be used to define in which ordeereal servers are tried and when a
local authentication is used. You can move up owvandown the local and remote

authentication backend from backend list. If a l@azghentication is placed at first place,

system will first try local authentication backead than remote authentication backend
for authentication.

You can add only one local backend. Once you addl@ral backend, the button to add
a local backend disappears. You can add more thamesnote backend.

Backend list
Adding local authentication backend

Editing local authentication backend

Deleting local authentication backend

Adding remote authentication backend

Editing remote authentication backend

v v v v v v v

Deleting remote authentication backend

To view the Backend list:

1. Under VB Auth, clickBackends The Select Auth backend to change screen appears,
which displays list of existing backends.



Figure 44: Viewing authentication backend list

2. Click on Add local authentication backend to add new local authentication
backend. You can add one local backend. Once ydwaly one local backend, the
button to add a local backend disappears.

3. Click on Add remote authentication backendto add new remote authentication
backend. You can add more than one remote backend.

4. Click on any existing authentication backend nameopen the authentication
backend in edit mode.

5. You can move up or move down the local and remothemtication backend from
backend list. If a local authentication is placééirat place, system will first try local
authentication backend and than remote autherdichtickend for authentication.

Adding local authentication backend
To add local authentication backend:

1. Under VB Auth, clickBackends The Select Auth backend to change screen appears.

2. Click Add local authentication backend The Add Authentication backend screen
appears.
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Figure 45: Adding local authentication backend

g

3. Enter a name for the backend in tame field.
4. Enter a description for the backend in Bescription field.
5. Click Save

You can add only one local backend. Once you aédaxral backend, the button to ad

a local backend disappears.

Editing local authentication backend
To edit an authentication backend:

1. Under VB Auth, clickBackends The Select Auth backend to change screen appears.

2. Click the name of the backend that you want to.etlite Edit Authentication
backend screen appears.



Figure 46: Editing local authentication backend

3. Enter a name for the backend in teme field.
4. Enter a description for the backend in Bescription field.
5. Click Save

Deleting local authentication backend
To delete an authentication backend:

1. Under VB Auth, clickBackends The Select Auth backend to change screen appears.

2. Click the name of the backend that you want to tdel&he Edit Authentication
backend screen appears.

Figure 47: Deleting local authentication backend

A

3. To delete the selected backend, clixkete
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Adding remote authentication backend

Prerequisite

b External servers

To add remote authentication backend:

1. Under VB Auth, clickBackends The Select Auth backend to change screen appears.

2. Click Add remote authentication backend The Add Authentication backend
screen appears.

Figure 48: Adding remote authentication backend

3. Enter a name for the backend in teme field.
Enter a description for the backend in Bescription field.

5. Select the required authentication server fromUtbB&P list. You can add a new
external server. For instructions on adding serseeAdding LDAP authentication
server

6. Click Save

Editing remote authentication backend

To edit an authentication backend:



1. Under VB Auth, clickBackends The Select Auth backend to change screen appears.

2. Click the name of the backend that you want to.eflite Edit Authentication
backend screen appears.

Figure 49: Editing remote authentication backend

3. Enter a name for the backend in t@mefield.
4. Enter a description for the backend in Bescription field.

5. Select the required authentication server fromUtbB&P list. You can add a new
external server. For instructions on adding serseeAdding LDAP authentication
server

6. Click Save

To delete an authentication backend:

1. Under VB Auth, clickBackends The Select Auth backend to change screen appears.

2. Click the name of the backend that you want to tdel&he Edit Authentication
backend screen appears.
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Figure 50: Deleting remote authentication backend

]

3. To delete the selected backend, clixdete



Groups

The Groups allows you to add local authenticatiooug and remote authentication
group.

Groups list
Adding local auth group

Editing local auth group

Deleting local auth group

Adding remote auth group

Editing remote auth group

v v v v v v v

Deleting remote auth group

Groups list
To view the Groups list:

1. Under VB Auth, clickGroups. The Select authentication group to change screen
appears, which displays list of existing groups.

Figure 51: Viewing groups list

2. Click onAdd local Auth group to add new local authentication group.
3. Click onAdd remote Auth group to add new remote authentication group.
4. Click on any existing user name to open the usedihmode.
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Adding local auth group

Prerequisite

P Users

To add a local authentication group:

1. Under VB Auth, clickGroups. The Select Authentication group to change screen
appears.

2. Click Add local Auth group. The Add Authentication group screen appears.

Figure 52: Adding local authentication group

I ||:

Enter the name for the authentication group inNbmefield.
Enter the description for the authentication grisughe Description field.
Select the required authentication backend fronftitbentication backend list.

o ok~ w

Select the local users that you want in the loo#thentication group from thieocal
userslist. You can add a new local user by clicking=er information on adding a
local user, seAdding user

7. Click Save



To edit a local authentication group:
1. Under VB Auth, clickGroups. The Select Authentication group to change screen
appears.

2. Click the name of the local group that you wantetit. The Edit Authentication
group screen appears.

Figure 53: Editing local authentication group

3. Edit the name for the authentication group inNtaene field.
4. Edit the description for the authentication grompheDescription field.
5. Select the required authentication backend fromAtiteentication backend list.

6. Select the local users that you want in the loc#thentication group from thieocal
userslist. You can add a new local user by clicking=er information on adding a
local user, seAdding user

7. Click Save

To delete a local authentication group:

1. Under VB Auth, clickGroups. The Select Authentication group to change screen
appears.
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2. Click the name of the local group that you wantietete. The Edit Authentication
group screen appears.

Figure 54: Deleting local authentication group

]

3. To delete the selected local authentication groligk Delete

Adding remote auth group
To add a remote authentication group:

1. Under VB Auth, clickGroups. The Select Authentication group to change screen
appears.

2. Click Add remote Auth group. The Add Authentication group screen appears.



Figure 55: Adding remote authentication group

No ok w

Enter the name for the remote authentication gioupe Namefield.

Enter a description for the remote authenticatiarug in theDescription field.
Select the required authentication backend fronftitbentication backend list.
Enter the group name on server in @®up name on serverfield.

Click Save

Editing remote auth group

To edit an existing remote authentication group:

1.

Under VB Auth, clickGroups. The Select Authentication group to change screen
appears.

Click the name of the remote group that you waneédi. The Edit Authentication
group screen appears.
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Figure 56: Editing remote authentication group

3. Edit the name for the remote authentication groufnéName field.

4. Edit the description for the remote authenticatiooup in theDescription field.
5. Select the required authentication backend fronAtiteentication backend list.
6. Enter the group name on server in @®up name on serverfield.

7. Click Save

To delete an existing remote authentication group:

1. Under VB Auth, clickGroups. The Select Authentication group to change screen
appears.

2. Click the name of the remote group that you wardelete. The Edit Authentication
group screen appears.



Figure 57: Deleting remote authentication group

3. To delete the selected remote authentication grdigh, Delete
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Test

The Test option allows you to test the VB Authesttiicn.
To test the VB authentication:

1. Under VB Auth, clickTest The Enter username and password screen appears.

Figure 58: Test

Enter the username of the user inltle=rnamefield.

Enter the password of the user in Basswordfield.

Click Test

System authenticates user credentials and disfilayasuthentication test result.

SAE I

Figure 59: Test - successful authentication




Figure 60: Test - failed authentication
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Chapter 6 VB Monitoring

Overview - VB Monitoring
System overview

VM overview

VB logs

Updat



Overview - VB Monitoring

VM Monitoring option allows you to monitor the stadf your Virtual Browser server. It
also allows you to manage external components pddtas. You can view VM logs.

Figure 61: Overview: VB monitoring
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System overview

With System overview, you can view system data lileedware usage, Network and
system detalils.

To view system information:

1. Under VB Monitoring, click System overview. The 8 overview screen appears.

Figure 62: System overview

2. You can view the following information on the Systeverview screen.



Table 14: System overview

Component Description
Hardware
CPU It shows the CPU processor used.
MEMORY It shows the system memory used out of tredlable total memory.
SWAP It shows the SWAP space used out of the 8&AP space available on tf
disk.
DISK It shows the disk usage used out of the tailable disk space.
Network
NODENAME It shows the network node used.
DNS It shows the DNS used.
NIC It gives the NIC details as:
Interface: Name of the NIC interface.
MAC address: MAC address of the NIC interface.
IP address: IP address of the NIC interface.
System
DISTRIB It shows the system DISTRIB.
KERNEL It gives details on the KERNEL used.
SERVICES It gives the information on services rmgnon the server. Following detal

are shown:

Name: Name of the service.
Description: Description of the service.
Status: Status of the service.
1. Action: Action that can be necessary for the servic

ne

Is
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VM overview

To view VM information:

1. Under VB Monitoring, click VM overview. The VM ovetew screen appears.

Figure 63: VM overview

A

2. You can view the following information on the VM @&wiew screen.

Table 15: VM overview

Field Description

Name Name of the VM.

Type Type of the VM.

State State of the VM if it is available or not.

Cpu/Mem CPU usage in percentage and memory spadealade.
User Name of the user.

Session Name of the Session.




Action Action that you need to take.

3. Click on any of the VM name to view the VM detaighen you click on VM name
following screen appears.

Figure 64: VM overview - detail

4. To close the VM detail screen, cli€tose
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VB logs

To view VB logs:

1. Under VB Monitoring, click VM logs. The VM logs seen appears.
2. You can view the following information on the VMds screen.

Figure 65: VB logs

— T—




3. Click on any of the log name to view the VB logalkst, when you click on VB log
name following screen appears.

Figure 66: VB log - detail

4. To close the VB log detail screen, cliCkose
5. You can filter the log by following;
User: Enter the user name and cl&&
IP: Enter the IP address and clik.
Type: Select the type from list and cliGo.

6. You can change the number of logs to be displayed gage by clicking on
respective number (20, 50, or 100).
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Virtual Browser allows you to centralize browseayd, and plug-in releases and updates.
You can maintain multiple browser releases to i@sapmpatibility with specific
applications and optimize the infrastructure. \attBrowser makes the entire process
completely transparent for end users.

To update software in the Virtual Browser managemensole:

1. Under VB Monitoring, clickUpdate. The Update screen appears.

Figure 67: Update

2. To update the required software, click that sofevand perform the upgrade
instructions.
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Chapter 8 Appendix — B: List of

Tables

Table 1: Adding configuration template

Table 2: Editing configuration template

Table 3: Adding application

Table 4: Editing application

Table 5: Adding session

Table 6: Editing session

Table 7: Adding user

Table 8: Editing user

Table 7: Adding user with X.509 certificate
Table 8: Changing X.509 certificate

Table 9: Adding LDAP authentication server
Table 10: Setting up LDAP authentication with an Active Directory server
Table 11: Editing LDAP authentication server
Table 12: System overview

Table 13: VM overview
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