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Purpose of the document 
The purpose of this guide is to provide you with the fundamental skills necessary to 
productively use the Virtual Browser. This document contains description of definition 
used in application as well as in document, and functional usage guide for Virtual 
Browser. This guide is designed to provide a comprehensive, step-by-step introduction to 
each of the major features of Virtual Browser. 
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Assumptions 
This guide assumes you are using a mouse. At times, based on personal need or 
circumstances beyond your control, you may need to use the keyboard.  

It is assumed you are using a right-handed mouse, so the left button is the primary button. 
When asked to click or double click, you should use the left mouse button. If you are left-
handed use the Control Panel in Windows to reverse the primary key to the right mouse 
button. Refer to the Microsoft Windows documentation for additional information. 

Virtual Browser management console is unusually clear and simple to operate. You don’t 
need to learn a lot of confusing concepts or possess any additional technical skills to 
work with Virtual Browser management console. Of course, you will need to be familiar 
with the graphical user interface. However, if you’re not accustomed to working with a 
mouse, windows, icons, and the other elements of a graphical environment, refer to the 
tutorial or reference manual for your operating system. 
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Audience 
This guide is intended for administrators of the Virtual Browser management console. 
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Support 
Share any other information that you find important and that will help us process your 
support request faster. Feel free to contact us through e-mail at 
support@commonit.com  
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Chapter 2  About Virtual 
Browser 

�  Overview – About Virtual Browser 

�  System overview 

�  Features 

�  Benefits 

�  Definition of terms used 
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Overview – About Virtual Browser 
Virtual Browser delivers watertight security for mobile and remote access to enterprise 
web services and applications, using any end-point device. By design, Virtual Browser 
ensures endpoint devices and the enterprise network are isolated from web-based threats 
by executing core browser functionality on a dedicated secure server. 
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System overview 
Security 

By design, Virtual Browser does not execute core browser functionality on the user's end-
point device (PC, laptop, PDA, or other) but on a dedicated virtual server sited on the 
enterprise DMZ or hosted as a service “in the cloud”. Only the presentation elements 
(graphics, sound, keyboard, mouse, printing and so on) run on the user device. 

Figure 1: System Overview - Security 

 

This architecture insures user's devices are protected against contamination by web-based 
threats. Application execution and web-page rendering takes place on the remote server, 
and any attack is contained by the session-based remote virtual machine. 

The Virtual Browser architecture also allows browser sessions to be executed in isolation 
from each other, depending on security policies. In this way high-risk web surfing can be 
executed in isolation from sensitive business applications such as CRM, online banking, 
workgroup and intranet access. 

Mobility 

Virtual Browser delivers a solution for secure web access to enterprise applications and 
data for mobile users. Similarly enterprises can now securely integrate partner access to 
web-based business applications, improving collaboration and productivity with no extra 
risk. 
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Figure 2: System Overview - Mobility 

 

Compared with traditional SSL VPN deployments, the Virtual Browser solution has 
multiple advantages. For a start there's no need to run integrity checking on remote 
devices. Applications executed in the Virtual Browser environment cannot be infected by 
threats hidden on the terminal, because there is no direct connection between the 
operating environment on the remote device and the application environment. Only the 
display and I/O elements are transferred between the terminal device and the secure 
application server. 

With Virtual Browser the user always works in their own personalized environment, even 
when connecting from different terminals and locations. PDA and Smartphone 
deployments become significantly easier; site and application compatibility issues are 
eliminated with the browser core components running on the server, and Virtual Browser 
supports the Firefox, IE, Chrome and Safari rendering engines. 
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Features 
Security: 

 End-point device and local data storage immunity. 

 Application/session isolation - Allows analysis and filtering of http and https traffic. 

 Facilitates enforcement of web access and content policies. 

 End-point address masking. 

Mobility: 

 Secure access to internal web applications. 

 Full-featured browsing on any end-point device. 

 Browser personalization follows the user across any device and connection. 

 Session maintenance through connection interruptions. 

 Offline/remote downloading. 

Management: 

 Remote management. 

 Auditing and reporting. 

 Browser security updates automatically deployed independently of end-point device 
connection. 
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Benefits 
 Reduce cost of acquisition and ownership. 

 Insure end-point and network immunity against web-based threats. 

 Protect mobile users. 

 Analyze and filter all content according to compliance, legal, or productivity policies. 
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Definition of terms used 
 A PPLICATION :  Application refers to the web application or Websites. 

 B IND DN:  The Bind Distinguished Name (DN) is used to perform the 
authentication on a remote LDAP server. 

 DNS: Domain Name System (DNS) is a database system that translates a computer's 
fully qualified domain name into an IP address. 

 F ILTER QUERY :  A query filter instructs Active Directory Domain Services to find 
data in LDAP query syntax. 

 H OSTNAME :  Host Name, also known as hostname, is the name given to a 
computer system. The hostname is used to identify a particular host. Hostnames are 
used by various naming systems like DNS, NIS, SMB, etc. 

 ICAP:  Internet Content Adaptation Protocol (ICAP) is a lightweight protocol for 
executing a "remote procedure call" on HTTP messages. It allows ICAP clients to 
pass HTTP messages to ICAP servers for some sort of transformation. The server 
executes its transformation service on messages and sends back responses to the 
client, usually with modified messages. Typically, the adapted messages are either 
HTTP requests or HTTP responses. 

 KERNEL:  The kernel, the core of the operating system, handles the basic functions 
of the operating system like memory allocation, process allocation, device input and 
output, and so on. 

 LDAP:  Lightweight Directory Access Protocol (LDAP) is a client-server protocol 
for accessing a directory service. 

 M EMBER A TTRIBUTE :  LDAP attribute used to search the groups a user belongs 
to. 

 NIC:  Each computer on the network, including the servers, is required to have one 
Network Interface Card (NIC) installed. It is the NIC that provides connectivity 
between the PC and the network's physical medium, the copper or fiber-optic cable. 

 PAC:  A proxy auto-config (PAC) file defines how web browsers and other user 
agents can automatically choose the appropriate proxy server (access method) for 
fetching a given URL. 

 PORT :  A port is a "logical connection place" and specifically, using the Internet's 
protocol, TCP/IP, the way a client program specifies a particular server program on a 
computer in a network. 

 PROXY SERVER :  A proxy server is a server that acts as an intermediary between a 
workstation user and the Internet so that the enterprise can ensure security, 
administrative control, and caching service. A proxy server is associated with or part 
of a gateway server that separates the enterprise network from the outside network 
and a firewall server that protects the enterprise network from outside intrusion. 

 RENDERING ENGINE :  Rendering engine is used to display web contents. 
Rendering engine takes marked up content (such as HTML, XML, image files, etc.) 
and formatting information (such as CSS, XSL, etc.) and displays the formatted 
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content on the screen. It "paints" on the content area of a window, which is displayed 
on a monitor or a printer. 

 SESSION:  Session refers to the Virtual Browser session. 

 STORAGE L OCATION :  Storage locations refer to the server storage locations. 

 SWAP: Swap space is an area on disk that temporarily holds a process memory 
image. When physical memory demand is sufficiently low, process memory images 
are brought back into physical memory from the swap area on disk. Having sufficient 
swap space enables the system to keep some physical memory free at all times. 

 USER A TTRIBUTE :  It refers to the LDAP attribute containing the username of a 
user. 

 USERS BASE DN:  It refers to the base DN (or root) where all the users are located 
in the LDAP directory. 

 VB  A UTHENTICATION :  It refers to the Virtual Browser feature that defines 
authentication policies using local or remote authentication server. 

 VB  CONFIGURATION :  It refers to the Virtual Browser configuration feature that 
allows setting up Virtual Browser configuration. 
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Chapter 3  Getting Started 

�  Overview – Getting started 

�  Login to the Virtual Browser 

�  Log out of the Virtual Browser 

�  Home page 

�  Change Password (Preferences) 
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Overview – Getting started 
This section explains how to navigate through the Virtual Browser management console. 
The Virtual Browser management console allows you to quickly set up and monitor your 
Virtual Browser server.  
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Login to the Virtual Browser 
management console 

To login to the Virtual Browser management console: 

1. Open a web browser, such as Internet Explorer, Netscape, or Firefox. 

2. In the web browser address field, enter the Virtual Browser URL. 

3. Press Enter. The Login screen appears. 

 

Figure 3: Login 

 

 

4. Enter your login username in the Username field. 

5. Enter the password for your login in the Password field. 

6. Default Username and Password is admin, it is recommended to create new Admin 
user and password. 

7. Select or deselect the Remember me checkbox; 

·  If checked, the management session will remain active and expires after a month 
of inactivity. Session will remain active even if the browser is closed. 

·  If not checked, the management session will expire after 1 hour of inactivity or if 
the browser is closed. 

8. Click Login. The system logs you in and displays the Virtual Browser management 
console home screen. 
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Log out of the Virtual Browser 
management console 

You can log out of the Virtual Browser management console any time from any screen.  
To log out from the Virtual Browser management console, 

1. Click on Logout at the upper right corner on the current Virtual Browser 
management console screen. 

 

Figure 4: Logout 
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Home page 
When you log into the Virtual Browser management console, you get the Virtual Browser 
management console home screen. The following figure navigates you through the 
Virtual Browser management console home screen. 

 

Figure 5: Home page 
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Change Password (Preferences) 
This section explains the procedure to change the password for your Virtual Browser user 
account. If you have administrative privileges, you can change the password for the local 
user as well using Edit User screen. 

To change the password for your own local user account: 

1. Click Preferences on the Virtual Browser management console home screen. The 
Preferences screen appears. 

 

Figure 6: Preferences 

 

 

2. To change the password, click Change password. The Change password screen 
appears. 
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Figure 7: Change password 

 

 

3. Enter your existing password in the Old password field. 

4. Enter the new password in the Password field. 

5. Enter the password that you entered in step 4 in the Password (confirmation) field. 

6. Click Save. 
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Chapter 4  VB Configuration 

�  Overview – VB Configuration 

�  License 

�  Configuration templates 

�  Applications 

�  Icons 

�  Storage locations 

�  Sessions 
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Overview – VB Configuration 
The VB Configuration option of the Virtual Browser management console allows you to 
set up your Virtual Browser server by creating a few configuration objects.  You can set 
up your browser configuration, define your web applications, upload your own Session 
icons, and create your own sessions.  

On clicking VB Configuration menu in the left panel of the Virtual Browser management 
console home screen, the VB Configuration screen appears. The following figure 
navigates you through the VB Configuration screen. 

 

Figure 8: Overview – VB configuration 
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License  
With the License option, you can view detail of installed license, set (install) license, and 
change the license key.  

 

To view the detail of installed license: 

1. Under VB Configuration, click License. The Virtual Browser license screen appears. 

 

Figure 9: License details – Not installed 

 

 

Setting license 

To set Virtual Browser license: 

1. Under VB Configuration, click License. The Virtual Browser license screen appears. 

2. Click Set license. The Set license dialog box appears. 
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Figure 10: Setting license 

 

 

3. Enter the license key details in the License key field. 

4. To save the entered license key click OK. If you enter incorrect license key, you may 
receive a system error message of entering invalid license key. 

5. After entering correct license key, system displays the following message 

 

Figure 11: License installed message 
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6. Once you install the license, system will take you back the Virtual Browser license 
screen from where you can see the details of installed license 

·  License: License Number. 

·  Customer: Name of the licensee. 

·  Validity: License validity period. 

·  Users: Number of users, also shows the number of installed license out of 
available licenses. 

 

Figure 12: License details 

 

 

7. If you wish to change the license key any time, click Change license. The Set license 
dialog box appears. 

 

If you have any problem, feel free to contact CommonIT support at 
support@commonit.com 

 



� � ���	�"���
����
�����
���

 

 

� 26� �

Configuration templates  
With Configuration templates, you can view list of Configuration templates, add 
Configuration templates, edit or delete existing Configuration template.  

Configuration templates are used to configure browser configuration. You can define 
various configuration objects like, rendering engine, flash engine, java runtime 
environment, PDF option, proxy server, and ICAP server using configuration template. 
By configuring templates, you can control display of web content, print and sound 
options. 

 Viewing configuration template list 

 Adding configuration template 

 Editing configuration template 

 Deleting configuration template 

 

Viewing configuration template list 

To view the Configuration template list: 

1. Under VB Configuration, click Configuration templates. The Select Configuration 
template to change screen appears, which displays list of existing configuration 
template. 

 

Figure 13: Viewing configuration template list 

 

 

2. Click on Add Configuration template to add new configuration template. 
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3. Click on any existing configuration template name to open the configuration template 
in edit mode. 

 

Adding configuration template 

To add a Configuration template: 

1. Under VB Configuration, click Configuration templates. The Select Configuration 
template to change screen appears. 

2. Click Add Configuration templates. The Add Configuration template screen 
appears. 

 

Figure 14: Adding configuration template 

 

 

3. Enter the Configuration template data as described in the below table. 
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Table 1: Adding configuration template 

Field Description 

Name Enter the name for the Configuration template. 

Description Enter the description for the Configuration template you are 
adding. 

Rendering engine Select the required rendering engine software from the list. 

Note: We recommend using MSHTML rendering engine to access 
specific applications and not to surf on the Internet. 

Flash engine Select the required flash engine software from the list. 

Java Select the version of the Java runtime environment. 

PDF Select the required PDF option from the list. 

Audio/Video Select the Audio/Video player from the list. 

Office documents Select the required Office document.  

Proxy server Enter the Proxy server address. You can enter either the proxy 
address (ip:port, for example 10.1.1.1:3128) or a Proxy auto-config 
URL using the 'PAC' keyword (for example 
PAC:http://example.com/proxy.pac). 

ICAP server Define the URL of the ICAP server to analyze downloaded files. 
Example: icap://icap-server.example.com/srv-av. You can test the 
ICAP server by clicking on Check Server link. For more 
information see Check ICAP server. 

Allow users to print Select this option to allow the users to take print inside Virtual 
Browser.  

Enable sound Select this option to allow sound inside Virtual Browser. 

 

4. To save the Configuration template data, click Save. 

 

Check ICAP server 

You can test the ICAP server by clicking on Check Server link. Following screen 
displays ICAP test result. 
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To close the ICAP test result screen, click Close.  

 

Editing configuration template 

To edit an existing Configuration template: 

1. Under VB Configuration, click Configuration templates. The Select Configuration 
template to change screen appears. 
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Figure 15: Editing configuration template 

 

 

2. Click the Configuration template that you want to edit. The Edit Configuration 
template screen appears. 

3. Update the Configuration template data as described in the below table. 

 

Table 2: Editing configuration template 

Field Description 

Name Enter the name for the Configuration template. 

Description Enter the description for the Configuration template you are 
adding. 

Rendering engine Select the required rendering engine software from the list. 

Note: We recommend using MSHTML rendering engine to access 
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Field Description 

specific applications and not to surf on the Internet. 

Flash engine Select the required flash engine software from the list. 

Java Select the version of the Java runtime environment. 

PDF Select the required PDF option from the list. 

Audio/Video Select the Audio/Video player from the list. 

Office documents Select the required Office document.  

Proxy server Enter the Proxy server address. You can enter either the proxy 
address (ip:port, for example 10.1.1.1:3128) or a Proxy auto-config 
URL using the 'PAC' keyword (for example 
PAC:http://example.com/proxy.pac). 

ICAP server Define the URL of the ICAP server to analyze downloaded files. 
Example: icap://icap-server.example.com/srv-av. You can test the 
ICAP server by clicking on Check Server link. For more 
information see Check ICAP server. 

Allow users to print Select this option to allow the users to take print inside Virtual 
Browser.  

Enable sound Select this option to allow sound inside Virtual Browser. 

 

4. Click Save. 

 

Deleting configuration template 

To delete an existing Configuration template: 

1. Under VB Configuration, click Configuration templates. The Select Configuration 
template to change screen appears. 

2. Click the Configuration template that you want to edit. The Edit Configuration 
template screen appears. 
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Figure 16: Deleting configuration template 

 

 

3. To delete the selected Configuration template, click Delete. 
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Applications  
Applications allow you to view the list of existing web applications, add a new web 
application, and edit or delete an existing web application.  

Applications are used to define web application by defining URLs. You can decide which 
URLs should be restricted and which URLs are required by the application to work 
properly. You can do this by defining restricted URLs and other required URLs, while 
defining applications. Setting and using applications is used to split web sessions.  

Sessions which are not using application will not be able to reach the restricted URLs, 
defined in the application.  

 Viewing application list 

 Adding application 

 Editing application 

 Deleting application 

 

Viewing application list 

To view the Application list: 

1. Under VB Configuration, click Applications. The Select Application to change 
screen appears, which displays list of existing applications. 

 

Figure 17: Viewing application list 

 

 

2. Click on Add Application  to add new application. 

3. Click on any existing application name to open the application in edit mode. 
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Adding application 

To add an Application: 

1. Under VB Configuration, click Applications. The Select Application to change 
screen appears. 

2. Click Add Application . The Add Application screen appears. 

 

Figure 18: Adding application 

 

 

3. Enter the Configuration template data as described in the below table. 
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Table 3: Adding application 

Field Description 

Name Enter a name for the web application. 

Description Enter a description for the web application. 

Start URL Enter the URL of the web application. This will be a default 
homepage for the application. 

Restricted URLs Enter the URLs of the restricted web applications. Sessions which 
are not using application will not be able to reach the restricted 
URLs, defined in the application.  

Other required URLs Enter the URLs of the required web applications. Other required 
URLs are required by the application to work properly. When an 
application is bind in a session, all URLs not defined in the 
application(s) will be forbidden, so if some URLs are required for 
the application to work, they must be defined. 

Image If you select Icon from the given dropdown list, system displays the 
browse button to select Icon file. To add the icon, browse to the 
icon that you want to add for the application. 

 

4. To save the added web application details, click Save. 

 

Editing application 

To edit an existing Application: 

1. Under VB Configuration, click Applications. The Select Application to change 
screen appears. 

2. Click the name of the application that you want to edit. The Edit Application screen 
appears. 
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Figure 19: Editing application 

 

 

3. Update the Application information as described in the following table. 

 

Table 4: Editing application 

Field Description 

Name Enter a name for the web application. 

Description Enter a description for the web application. 

Start URL Enter the URL of the web application. This will be a default 
homepage for the application. 

Restricted URLs Enter the URLs of the restricted web applications. Sessions which 
are not using application will not be able to reach the restricted 
URLs, defined in the application.  
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Field Description 

Other required URLs Enter the URLs of the required web applications. Other required 
URLs are required by the application to work properly. When an 
application is bind in a session, all URLs not defined in the 
application(s) will be forbidden, so if some URLs are required for 
the application to work, they must be defined. 

Image If you select Icon from the given dropdown list, system displays the 
browse button to select Icon file. To add the icon, browse to the 
icon that you want to add for the application. 

 

4. To save the made changes, click Save.  

 

Deleting application 

To delete an existing Application: 

1. Under VB Configuration, click Applications. The Select Application to change 
screen appears. 

2. Click the name of the web application that you want to delete. The Edit Application 
screen appears. 
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Figure 20: Deleting application 

 

 

3. To delete the web application, click Delete. 
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Icons  
With Icons, you can add a new Session icon and edit or delete an existing Session icon. 
Icons are used in the Virtual Browser agent to show users available sessions. 
Administrator can upload icons for their own web applications apart from default icons 
provided with Virtual Browser. 

 Viewing session icons list 

 Adding session icon 

 Editing session icon 

 Deleting session icon 

 

Viewing session icons list 

To view the Configuration template list: 

1. Under VB Configuration, click Icons. The Select Session icon to change screen 
appears, which displays list of existing session icon. 
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Figure 21: Viewing session icons list 

 

 

2. Click on Add Session icon to add new session icon. 

3. Click on any existing session icon name to open the session icon in edit mode. 

 

Adding session icon 

To add a Session icon: 

1. Under VB Configuration, select Icons. The Select Session icon to change screen 
appears. 

2. To add a Session icon, click Add Session icon. The Add Session icon appears. 
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Figure 22: Adding session icon 

 

 

3. Enter the name for the Session icon in the Name field. 

4. Enter description for the Session icon in the Description field. 

5. Click Browse to browse and add the required Session icon. 

6. Click Save. 

 

Editing session icon 

To edit an existing Session icon: 

1. Under VB Configuration, select Icons. The Select Session icon to change screen 
appears. 

2. Click the name of the Session icon that you want to edit. The Edit Session icon 
screen appears. 
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Figure 23: Editing session icon 

 

 

3. Edit the name of the Session icon in the Name field. 

4. Edit the description of the Session icon in the Description field. 

5. If you want to replace the existing icon, click Browse to add the new Session icon. 

6. Click Save. 

 

Deleting session icon 

To delete an existing Session icon: 

1. Under VB Configuration, select Icons. The Select Session icon to change screen 
appears. 

2. Click the name of the Session icon that you want to delete. The Edit Session icon 
screen appears. 
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Figure 24: Deleting session icon 

 

 

3. To delete the selected icon, click Delete. 
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Storage locations  
The Storage locations allow you to add new Storage locations and edit or delete existing 
Storage locations. Storage location is used to define zones on the server for 
downloaded/uploaded files. Each user can store its own files; files are not shared between 
users. All sessions can share the same zone or each session can have a different zone. 
Defining storage locations can be used to restrict access to a zone with internal files to a 
browser having access to internet. 

 Storage locations list 

 Adding storage location 

 Editing storage location 

 Deleting storage location 

 

Storage locations list 

To view the Configuration template list: 

1. Under VB Configuration, click Storage locations. The Select Storage location to 
change screen appears, which displays list of existing storage locations. 

 

Figure 25: Viewing storage locations list 

 

 

2. Click on Add Storage location to add new storage location. 

3. Click on any existing storage location name to open the storage location in edit mode. 
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Adding storage location 

To add Storage location: 

1. Under VB Configuration, select Storage locations. The Select Storage location to 
change screen appears. 

2. Click Add Storage location. The Add Storage location screen appears. 

 

Figure 26: Adding storage location 

 

 

3. Enter the name for the added Storage location in the Name field. 

4. Enter description for the added Storage location in the Description field. 

5. Click Save. 

 

Editing storage location 

To edit an existing Storage location: 

1. Under VB Configuration, select Storage locations. The Select Storage location to 
change screen appears. 

2. Click the name of the Storage location that you want to edit. The Edit Storage 
location screen appears. 
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Figure 27: Editing storage location 

 

3. Edit the name of the Storage location in the Name field. 

4. Edit the description in the Description field. 

5. Click Save. 

 

Deleting storage location 

To delete an existing Storage location: 

1. Under VB Configuration, select Storage locations. The Select Storage location to 
change screen appears. 

2. Click the name of the Storage location that you want to delete. The Edit Storage 
location screen appears. 

 

Figure 28: Deleting storage location 

 

 

3. To delete the Storage location, click Delete. 
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Sessions 
The Sessions option allows you to add a browser sessions and edit or delete existing 
sessions. Sessions are shown to the users after login in the Virtual Browser agent.  

 If application is selected: Session can only access the defined application which 
contains list of restricted URLs and other required URLs. All other URLs are 
blocked. 

 If application is not selected: All URLs are allowed except restricted URLs defined 
in all the used applications (selected in other sessions). 

 

 Sessions list 

 Adding session 

 Editing session 

 Deleting session 

 

Sessions list 

To view the Configuration template list: 

1. Under VB Configuration, click Sessions. The Select Session to change screen 
appears, which displays list of existing sessions. 
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Figure 29: Viewing session list 

 

 

2. Click on Add Session to add new session. 

3. Click on any existing session name to open the session in edit mode. 

 

Adding session 

Prerequisite 

 Icons 

 Configuration templates 

 Storage locations 

 Applications 

 

To add Session: 

1. Under VB Configuration, select Sessions. The Select Session to change screen 
appears. 

2. Click Add Session. The Add Session screen appears. 
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Figure 30: Adding session 

 

 

3. Enter the Session details as described in the below table. 

 

Table 5: Adding session 

Field Description  

Name Enter the name for the browser session. 

Description Enter the description for the browser session. 

Icon Select the Session icon for the added browser session. You can add 
a new icon by clicking the plus sign. For instructions on adding a 
Session icon, See Adding session icon.  

Start URL Enter the URL of the web application for the added Session. 
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Field Description  

Session configuration Select the required Session configuration from the list. You can add 
a new Session configuration by clicking the plus sign. For 
instructions on configuring Session, see Adding configuration 
template. 

Keep session information To keep the session information between each connection in a user 
specific directory, select this checkbox. Examples of session 
information include cookies, history, and so on. 

Storage location Select a Storage location for downloaded files from the list. You 
can add a new Storage location by clicking the plus sign. For 
instructions on adding storage location, see Adding storage 
location. 

Applications Select the required web application from the list.  

 You can select multiple web applications. Hold “Ctrl” 
on Windows or “command” on Mac to select more 
than one application. 

 Leave the list as it is for a default web application, 
which is Internet.  

 Once you select the application, selected application(s) 
will be displayed just below the Applications selection 
dropdown in grid format. 

 Remove button is provided against each selected 
application, click on Remove button to cancel the 
selection. 

 You can add a new application by clicking the plus 
sign or ‘Add Application’ . For instructions on adding 
application, see Adding application. 

Groups Select the required groups from the list. 

 You can select multiple groups. Hold “Ctrl” on 
Windows or “command” on Mac to select more than 
one group. 

 Leave the list as it is for a default group, which is 
everyone.  

 Once you select the group, selected group(s) will be 
displayed just below the Groups selection dropdown in 
grid format. 

 Remove button is provided against each selected 
group, click on Remove button to cancel the selection. 
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4. Click Save. 

 

Editing session 

To edit an existing Session: 

1. Under VB Configuration, select Sessions. The Select Session to change screen 
appears. 

2. Click the name of the Session that you want to edit. The Edit Session screen appears. 

 

Figure 31: Editing session 

 

 

3. Edit the Session details as described in the below table. 
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Table 6: Editing session 

Field Description  

Name Enter the name for the browser session. 

Description Enter the description for the browser session. 

Icon Select the Session icon for the added browser session. You can add 
a new icon by clicking the plus sign. For instructions on adding a 
Session icon, See Adding session icon.  

Start URL Enter the URL of the web application for the added Session. 

Session configuration Select the required Session configuration from the list. You can add 
a new Session configuration by clicking the plus sign. For 
instructions on configuring Session, see Adding configuration 
template. 

Keep session information To keep the session information between each connection in a user 
specific directory, select this checkbox. Examples of session 
information include cookies, history, and so on. 

Storage location Select a Storage location for downloaded files from the list. You 
can add a new Storage location by clicking the plus sign. For 
instructions on adding storage location, see Adding storage 
location. 

Applications Select the required web application from the list.  

 You can select multiple web applications. Hold “Ctrl” 
on Windows or “command” on Mac to select more 
than one application. 

 Leave the list as it is for a default web application, 
which is Internet.  

 Once you select the application, selected application(s) 
will be displayed just below the Applications selection 
dropdown in grid format. 

 Remove button is provided against each selected 
application, click on Remove button to cancel the 
selection. 

 You can add a new application by clicking the plus 
sign or ‘Add Application’ . For instructions on adding 
application, see Adding application. 

Groups Select the required groups from the list. 

 You can select multiple groups. Hold “Ctrl” on 
Windows or “command” on Mac to select more than 
one group. 
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Field Description  

 Leave the list as it is for a default group, which is 
everyone.  

 Once you select the group, selected group(s) will be 
displayed just below the Groups selection dropdown in 
grid format. 

 Remove button is provided against each selected 
group, click on Remove button to cancel the selection. 

 

4. To save the made changes, click Save. 

Deleting session 

To delete an existing Session: 

1. Under VB Configuration, select Sessions. The Select Session to change screen 
appears. 

2. Click the name of the Session that you want to delete. The Edit Session screen 
appears. 
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Figure 32: Deleting session 

 

 

3. To delete the selected Session, click Delete. 
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Chapter 5  VB Authentication 

�  Overview - VB Authentication 

�  Users 

�  External servers 

�  Backends 

�  Groups 

�  Test 
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Overview - VB Authentication 
Virtual Browser management console can authenticate users using a local database or an 
external authentication server. With VB Authentication, you can define the authentication 
policy, add local users, add LDAP server, create groups and perform authentication 
testing.  

 

Figure 33: Overview – VB authentication 

 

 

Authentication is done through authentication backend as per defined policy. You can 
defined the authentication policy using backend list, where you can move up or move 
down local or remote authentication backend. 
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Users 
 The Users option allows you to add local users and edit or delete an existing user. 

 Users list 

 Adding user 

 Editing user 

 Deleting user 

 

Users list 

To view the Users list: 

1. Under VB Auth, click Users. The Select user to change screen appears, which 
displays list of existing users. 

 

Figure 34: Viewing users list 

 

 

2. Click on Add user to add new user. 

3. Click on any existing user name to open the user in edit mode. 

 

Adding user 

To add a user: 

1. Under VB Auth, click Users. The Select user to change screen appears. 
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2. Click Add user. The Add user screen appears. 

 

Figure 35: Adding user 

 

 

3. Enter the user details as described in the below table. 

 

Table 7: Adding user 

Field Description 

Username Enter the username for the user account. The username should be 30 
characters or fewer in length, and alphanumeric characters like letters, 
digits, and underscores. 
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Field Description 

Password Enter the password for the user account. 

Password (again) Enter the same password that you entered in the Password field. 

Certificate You can use a X.509 certificate (the password is not required if a 
certificate is attached) for authentication purpose. Click on Browse to 
select the certificate. 

Personal info 

First name Enter the first name of the user. 

Last name Enter the last name of the user. 

E-mail address Enter the e-mail address of the user. 

Permissions 

Staff status Select this option if you want to allow the user access to the admin 
site. 

Active Select this option if you want to treat the user as active. You can clear 
this checkbox if you want to deactivate the user account.  

SuperUser Select this option if you want to allow the user all permissions. 

Permissions Set permission for this user, you can select following permissions; 

·  Can see logs 

·  Can see monitoring 

·  Action Monitoring Permission 

·  Can see configurations 

·  Can edit configurations 

·  Can add/edit licenses 

·  Can make update 

·  Can see users 

·  Can add/edit users 

You can select one or more permissions by selecting respective 
checkbox. Selecting “Select All” checkbox will select all permissions 
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Field Description 

for this user. 

 

4. To save the added user, click Save. 

 

Editing user 

To edit an existing user: 

1. Under VB Auth, click Users. The Select user to change screen appears. 

2. Click the username of the user that you want to edit. The Change user screen appears. 

 

Figure 36: Editing user 
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3. Edit the user information details as described in the below table. 

 

Table 8: Editing user 

Field Description 

Username Enter the username for the user account. The username should be 30 
characters or fewer in length, and alphanumeric characters like letters, 
digits, and underscores. 

Password To change the password, you need to delete existing password. You 
can delete the password only if you have configured a certificate.  

Certificate You can use a X.509 certificate (the password is not required if a 
certificate is attached) for authentication purpose. Click on Browse to 
select the certificate. 

Personal info 

First name Enter the first name of the user. 

Last name Enter the last name of the user. 

E-mail address Enter the e-mail address of the user. 

Permissions 

Staff status Select this option if you want to allow the user access to the admin 
site. 

Active Select this option if you want to treat the user as active. You can clear 
this checkbox if you want to deactivate the user account.  

SuperUser Select this option if you want to allow the user all permissions. 

Permissions Set permission for this user, you can select following permissions; 

·  Can see logs 

·  Can see monitoring 

·  Action Monitoring Permission 

·  Can see configurations 

·  Can edit configurations 
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Field Description 

·  Can add/edit licenses 

·  Can make update 

·  Can see users 

·  Can add/edit users 

You can select one or more permissions by selecting respective 
checkbox. Selecting “Select All” checkbox will select all permissions 
for this user. 

 

4. Click Save. 

 

Adding User with X.509 certificate 

To a new user with X.509 certficate: 

1. Under VB Auth, click Users. The Select user to change screen appears. 

2. Click Add user. The Add user screen appears. 
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Figure 37: Adding user with X.509 certificate 

 

 

3. Enter the user details as described in the below table. 

 

Table 9: Adding user with X.509 certificate 

Field Description 

Username Enter the username for the user account. The username should be 30 
characters or fewer in length, and alphanumeric characters like letters, 
digits, and underscores. 

Certificate You can use a X.509 certificate (the password is not required if a 
certificate is attached) for authentication purpose. Click on Browse to 
select the certificate. 
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Field Description 

Personal info 

First name Enter the first name of the user. 

Last name Enter the last name of the user. 

E-mail address Enter the e-mail address of the user. 

Permissions 

Staff status Select this option if you want to allow the user access to the admin 
site. 

Active Select this option if you want to treat the user as active. You can clear 
this checkbox if you want to deactivate the user account.  

SuperUser Select this option if you want to allow the user all permissions. 

Permissions Set permission for this user, you can select following permissions; 

·  Can see logs 

·  Can see monitoring 

·  Action Monitoring Permission 

·  Can see configurations 

·  Can edit configurations 

·  Can add/edit licenses 

·  Can make update 

·  Can see users 

·  Can add/edit users 

You can select one or more permissions by selecting respective 
checkbox. Selecting “Select All” checkbox will select all permissions 
for this user. 

 

4. To save the added user, click Save. 
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Changing X.509 certificate 

To edit an existing user: 

1. Under VB Auth, click Users. The Select user to change screen appears. 

2. Click the username of the user that you want to edit. The Change user screen appears. 

 

Figure 38: Changing X.509 certificate 

 

 

3. Edit the user information details as described in the below table. 
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Table 10: Changing X.509 certificate 

Field Description 

Username Enter the username for the user account. The username should be 30 
characters or fewer in length, and alphanumeric characters like letters, 
digits, and underscores. 

Certificate You can use a X.509 certificate (the password is not required if a 
certificate is attached) for authentication purpose. Click on Browse to 
select the certificate. Select the Delete checkbox to delete the current 
X.509 certificate. 

Personal info 

First name Enter the first name of the user. 

Last name Enter the last name of the user. 

E-mail address Enter the e-mail address of the user. 

Permissions 

Staff status Select this option if you want to allow the user access to the admin 
site. 

Active Select this option if you want to treat the user as active. You can clear 
this checkbox if you want to deactivate the user account.  

SuperUser Select this option if you want to allow the user all permissions. 

Permissions Set permission for this user, you can select following permissions; 

·  Can see logs 

·  Can see monitoring 

·  Action Monitoring Permission 

·  Can see configurations 

·  Can edit configurations 

·  Can add/edit licenses 

·  Can make update 

·  Can see users 
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Field Description 

·  Can add/edit users 

You can select one or more permissions by selecting respective 
checkbox. Selecting “Select All” checkbox will select all permissions 
for this user. 

4. Click Save. 

Deleting user 

1. Under VB Auth, click Users. The Select user to change screen appears. 

2. Click the username of the user that you want to delete. The Change user screen 
appears. 

 

Figure 39: Deleting user 

 



� � -�����

 

 

� 68� �

 

3. To delete the selected user account, click Delete. 
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External servers 
The External servers allow you to add LDAP authentication server and edit or delete the 
existing authentication server. 

 External servers list 

 Adding LDAP authentication server 

 Editing LDAP authentication server 

 Deleting LDAP authentication server 

  

External servers list 

To view the External servers list: 

1. Under VB Auth, click External servers. The Select authentication server to change 
screen appears, which displays list of existing servers. 

 

Figure 40: Viewing servers list 

 

 

2. Click on Add LDAP authentication server to add new authentication server. 

3. Click on any existing server name to open the server in edit mode. 

 

Adding LDAP authentication server 

To add LDAP authentication server: 
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1. Under VB Auth, click External servers. The Select authentication server to change 
screen appears. 

2. Click Add LDAP authentication server. The Add LDAP authentication server 
screen appears. 

 

Figure 41: Adding LDAP authentication server 

 

 

3. Enter the server details as described in the below table. 

 

Table 11: Adding LDAP authentication server 

Field Description 

Name Enter a name for the LDAP authentication 
server. 
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Field Description 

Description Enter a description for the LDAP 
authentication server. 

Hostname Enter the hostname or IP address for the server. 

Port Enter the port number. Leave this filed blank, if 
you wish to use the default port based on 
connection selected. 

Connection Select the required LDAP connection from the 
list. 

Authentication Select the required LDAP authentication from 
the list. LDAP authentication is the bind 
method, required to authenticate the user to the 
server.  

Bind DN template Enter the login name for the DN template of 
simple bind. It defines how the bind DN will be 
constructed based on the login name. %u will 
be replaced by the VB login name. 

Users base DN Enter the DN of the user. It is Sub tree used to 
find users in the LDAP directory. 

User attribute Enter the user attributes. It is the LDAP 
attribute containing the username of a user. 
User attribute must be identical to the VB login 
name. 

Member attribute Enter the attribute of members. It is the LDAP 
attribute used to search the groups a user 
belong to. 

Filter query Enter the LDAP query for user selection. It is 
the LDAP query which will be used to find the 
user in the LDAP directory. %u will be 
replaced by the VB login name 

Admin account DN Enter the DN for the Admin account. This is an 
optional field and is used for group lookup. If 
the group lookup can not be done using the 
user credentials, a special account can be used. 

Admin password Enter the password of the admin account. 
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4. To save the added user, click Save. 

 

How to set up LDAP authenticat ion with an Active Di rectory server? 

To set up LDAP authentication with an Active Directory server: 

1. Under VB Auth, click External servers. The Select authentication server to change 
screen appears. 

2. Click Add LDAP authentication server. The Add LDAP authentication server 
screen appears. 

3. Enter the server details as described in the below table. 

 

Table 12: Setting up LDAP authentication with an Active Directory server 

Field Description Example 

Name Enter a name for the server.  

Description Enter a description for the server.  

Hostname Enter the hostname for the server.  

Port Enter the port IP address. Leave this filed 
blank, if you wish to use the default port 
based on connection selected. 

 

Connection Select the required LDAP connection from 
the list. 

 

Authentication Select the required LDAP authentication 
from the list. LDAP authentication is the 
bind method, required to authenticate the 
user to the server.  

 

Bind DN 
template 

Enter the login name for the DN template of 
simple bind. It defines how the bind DN 
will be constructed based on the login 
name. %u will be replaced by the VB login 
name. 

'%u@DOMAIN' where 
DOMAIN is the NT domain 
name and %u will be replaced 
by the VB login name. 

Users base DN Enter the DN of the user. It is Sub tree used 
to find users in the LDAP directory. 

'cn=Users,dc=example,dc=co
m' for example.com domain if 
your users are located in the 
default sub tree. 

User attribute Enter the user attributes. It is the LDAP 
attribute containing the username of a user. 

'sAMAccountName' 
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Field Description Example 

User attribute must be identical to the VB 
login name. 

Member attribute Enter the attribute of members. It is the 
LDAP attribute used to search the groups a 
user belong to. 

'memberOf' 

Filter query Enter the LDAP query for user selection. It 
is the LDAP query which will be used to 
find the user in the LDAP directory. %u 
will be replaced by the VB login name 

'(&(objectClass=person)(sAM
AccountName=%u))' 

Admin account 
DN 

Enter the DN for the Admin account. This 
is an optional field and is used for group 
lookup. If the group lookup can not be done 
using the user credentials, a special account 
can be used. 

An administrative account can 
be required for groups lookup 

Admin password Enter the password of the admin account.  

 

Editing LDAP authentication server 

To edit an existing LDAP authentication server: 

1. Under VB Auth, click External servers. The Select authentication server to change 
screen appears. 

2. Click the name of the LDAP authentication server that you want to edit. The Edit 
LDAP authentication server screen appears. 
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Figure 42: Editing LDAP authentication server 

 

3. Edit the LDAP authentication server information as described in the below table. 

 

Table 13: Editing LDAP authentication server 

Field Description 

Name Enter a name for the LDAP authentication 
server. 

Description Enter a description for the LDAP 
authentication server. 

Hostname Enter the hostname or IP address for the server. 

Port Enter the port number. Leave this filed blank, if 
you wish to use the default port based on 
connection selected. 
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Field Description 

Connection Select the required LDAP connection from the 
list. 

Authentication Select the required LDAP authentication from 
the list. LDAP authentication is the bind 
method, required to authenticate the user to the 
server.  

Bind DN template Enter the login name for the DN template of 
simple bind. It defines how the bind DN will be 
constructed based on the login name. %u will 
be replaced by the VB login name. 

Users base DN Enter the DN of the user. It is Sub tree used to 
find users in the LDAP directory. 

User attribute Enter the user attributes. It is the LDAP 
attribute containing the username of a user. 
User attribute must be identical to the VB login 
name. 

Member attribute Enter the attribute of members. It is the LDAP 
attribute used to search the groups a user 
belong to. 

Filter query Enter the LDAP query for user selection. It is 
the LDAP query which will be used to find the 
user in the LDAP directory. %u will be 
replaced by the VB login name 

Admin account DN Enter the DN for the Admin account. This is an 
optional field and is used for group lookup. If 
the group lookup can not be done using the 
user credentials, a special account can be used. 

Admin password Enter the password of the admin account. 

 

4. Click Save. 

 

Deleting LDAP authentication server 

1. Under VB Auth, click External servers. The Select authentication server to change 
screen appears. 
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2. Click the server name of the server that you want to delete. The Edit LDAP 
authentication server screen appears. 

 

Figure 43: Deleting LDAP authentication server 

 

3. To delete the selected server, click Delete. 
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Backends  
With Backends, you can add local or remote authentication backend and add or delete an 
existing authentication backend.  

Authentication backends are used to configure how and in which order authentication is 
done. This can be used to define in which order external servers are tried and when a 
local authentication is used. You can move up or move down the local and remote 
authentication backend from backend list. If a local authentication is placed at first place, 
system will first try local authentication backend and than remote authentication backend 
for authentication. 

You can add only one local backend. Once you add one local backend, the button to add 
a local backend disappears. You can add more than one remote backend. 

 Backend list 

 Adding local authentication backend 

 Editing local authentication backend 

 Deleting local authentication backend 

 Adding remote authentication backend 

 Editing remote authentication backend 

 Deleting remote authentication backend 

 

Backend list 

To view the Backend list: 

1. Under VB Auth, click Backends. The Select Auth backend to change screen appears, 
which displays list of existing backends. 
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Figure 44: Viewing authentication backend list 

 

 

2. Click on Add local authentication backend to add new local authentication 
backend. You can add one local backend. Once you add only one local backend, the 
button to add a local backend disappears. 

3. Click on Add remote authentication backend to add new remote authentication 
backend. You can add more than one remote backend. 

4. Click on any existing authentication backend name to open the authentication 
backend in edit mode. 

5. You can move up or move down the local and remote authentication backend from 
backend list. If a local authentication is placed at first place, system will first try local 
authentication backend and than remote authentication backend for authentication. 

 

Adding local authentication backend 

To add local authentication backend: 

1. Under VB Auth, click Backends. The Select Auth backend to change screen appears. 

2. Click Add local authentication backend. The Add Authentication backend screen 
appears. 
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Figure 45: Adding local authentication backend 

 

 

3. Enter a name for the backend in the Name field. 

4. Enter a description for the backend in the Description field. 

5. Click Save. 

 

You can add only one local backend. Once you add one local backend, the button to add 
a local backend disappears. 

 

Editing local authentication backend 

To edit an authentication backend: 

1. Under VB Auth, click Backends. The Select Auth backend to change screen appears. 

2. Click the name of the backend that you want to edit. The Edit Authentication 
backend screen appears. 
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Figure 46: Editing local authentication backend 

 

 

3. Enter a name for the backend in the Name field. 

4. Enter a description for the backend in the Description field. 

5. Click Save 

 

Deleting local authentication backend 

To delete an authentication backend: 

1. Under VB Auth, click Backends. The Select Auth backend to change screen appears. 

2. Click the name of the backend that you want to delete. The Edit Authentication 
backend screen appears. 

 

Figure 47: Deleting local authentication backend 

 

 

3. To delete the selected backend, click Delete. 
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Adding remote authentication backend 

Prerequisite 

 External servers 

 

To add remote authentication backend: 

1. Under VB Auth, click Backends. The Select Auth backend to change screen appears. 

2. Click Add remote authentication backend. The Add Authentication backend 
screen appears. 

 

Figure 48: Adding remote authentication backend 

 

 

3. Enter a name for the backend in the Name field. 

4. Enter a description for the backend in the Description field. 

5. Select the required authentication server from the LDAP list. You can add a new 
external server. For instructions on adding server, see Adding LDAP authentication 
server. 

6. Click Save. 

 

Editing remote authentication backend 

To edit an authentication backend: 
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1. Under VB Auth, click Backends. The Select Auth backend to change screen appears. 

2. Click the name of the backend that you want to edit. The Edit Authentication 
backend screen appears. 

 

Figure 49: Editing remote authentication backend 

 

 

3. Enter a name for the backend in the Name field. 

4. Enter a description for the backend in the Description field. 

5. Select the required authentication server from the LDAP list. You can add a new 
external server. For instructions on adding server, see Adding LDAP authentication 
server. 

6. Click Save 

 

Deleting remote authentication backend 

To delete an authentication backend: 

1. Under VB Auth, click Backends. The Select Auth backend to change screen appears. 

2. Click the name of the backend that you want to delete. The Edit Authentication 
backend screen appears. 
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Figure 50: Deleting remote authentication backend 

 

 

3. To delete the selected backend, click Delete. 
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Groups  
The Groups allows you to add local authentication group and remote authentication 
group.  

 Groups list 

 Adding local auth group 

 Editing local auth group 

 Deleting local auth group 

 Adding remote auth group 

 Editing remote auth group 

 Deleting remote auth group 

 

Groups list 

To view the Groups list: 

1. Under VB Auth, click Groups. The Select authentication group to change screen 
appears, which displays list of existing groups. 

 

Figure 51: Viewing groups list 

 

 

2. Click on Add local Auth group to add new local authentication group. 

3. Click on Add remote Auth group to add new remote authentication group. 

4. Click on any existing user name to open the user in edit mode. 
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Adding local auth group 

Prerequisite 

 Users 

 

To add a local authentication group: 

1. Under VB Auth, click Groups. The Select Authentication group to change screen 
appears. 

2. Click Add local Auth group. The Add Authentication group screen appears. 

 

Figure 52: Adding local authentication group 

 

 

3. Enter the name for the authentication group in the Name field. 

4. Enter the description for the authentication group in the Description field. 

5. Select the required authentication backend from the Authentication backend list.  

6. Select the local users that you want in the local authentication group from the Local 
users list. You can add a new local user by clicking +. For information on adding a 
local user, see Adding user. 

7. Click Save. 
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Editing local auth group 

To edit a local authentication group: 

1. Under VB Auth, click Groups. The Select Authentication group to change screen 
appears. 

2. Click the name of the local group that you want to edit. The Edit Authentication 
group screen appears. 

 

Figure 53: Editing local authentication group 

 

 

3. Edit the name for the authentication group in the Name field. 

4. Edit the description for the authentication group in the Description field. 

5. Select the required authentication backend from the Authentication backend list. 

6. Select the local users that you want in the local authentication group from the Local 
users list. You can add a new local user by clicking +. For information on adding a 
local user, see Adding user. 

7. Click Save. 

 

Deleting local auth group 

To delete a local authentication group: 

1. Under VB Auth, click Groups. The Select Authentication group to change screen 
appears. 
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2. Click the name of the local group that you want to delete. The Edit Authentication 
group screen appears. 

 

Figure 54: Deleting local authentication group 

 

 

3. To delete the selected local authentication group, click Delete. 

 

Adding remote auth group 

To add a remote authentication group: 

1. Under VB Auth, click Groups. The Select Authentication group to change screen 
appears. 

2. Click Add remote Auth group. The Add Authentication group screen appears. 
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Figure 55: Adding remote authentication group 

 

 

3. Enter the name for the remote authentication group in the Name field. 

4. Enter a description for the remote authentication group in the Description field. 

5. Select the required authentication backend from the Authentication backend list. 

6. Enter the group name on server in the Group name on server field. 

7. Click Save.   

 

Editing remote auth group 

To edit an existing remote authentication group: 

1. Under VB Auth, click Groups. The Select Authentication group to change screen 
appears. 

2. Click the name of the remote group that you want to edit. The Edit Authentication 
group screen appears. 
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Figure 56: Editing remote authentication group 

 

 

3. Edit the name for the remote authentication group in the Name field. 

4. Edit the description for the remote authentication group in the Description field. 

5. Select the required authentication backend from the Authentication backend list. 

6. Enter the group name on server in the Group name on server field. 

7. Click Save.   

 

Deleting remote auth group 

To delete an existing remote authentication group: 

1. Under VB Auth, click Groups. The Select Authentication group to change screen 
appears. 

2. Click the name of the remote group that you want to delete. The Edit Authentication 
group screen appears. 
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Figure 57: Deleting remote authentication group 

 

 

3. To delete the selected remote authentication group, click Delete. 
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Test 
The Test option allows you to test the VB Authentication. 

To test the VB authentication: 

1. Under VB Auth, click Test. The Enter username and password screen appears. 

 

Figure 58: Test 

 

 

2. Enter the username of the user in the Username field. 

3. Enter the password of the user in the Password field. 

4. Click Test. 

5. System authenticates user credentials and displays the authentication test result. 

Figure 59: Test - successful authentication 
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Figure 60: Test - failed authentication 
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Chapter 6  VB Monitoring 

�  Overview - VB Monitoring 

�  System overview 

�  VM overview 

�  VB logs 

�  Updat 
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Overview - VB Monitoring 
VM Monitoring option allows you to monitor the state of your Virtual Browser server. It 
also allows you to manage external components and updates. You can view VM logs. 

 

Figure 61: Overview: VB monitoring 
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System overview  
With System overview, you can view system data like hardware usage, Network and 
system details. 

To view system information: 

1. Under VB Monitoring, click System overview. The System overview screen appears. 

 

Figure 62: System overview 

 

 

2. You can view the following information on the System overview screen. 
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Table 14: System overview 

Component Description 

Hardware 

CPU It shows the CPU processor used. 

MEMORY It shows the system memory used out of the available total memory. 

SWAP It shows the SWAP space used out of the total SWAP space available on the 
disk. 

DISK It shows the disk usage used out of the total available disk space. 

Network 

NODENAME It shows the network node used. 

DNS It shows the DNS used. 

NIC It gives the NIC details as: 

·  Interface: Name of the NIC interface. 

·  MAC address: MAC address of the NIC interface. 

·  IP address: IP address of the NIC interface. 

System 

DISTRIB It shows the system DISTRIB. 

KERNEL It gives details on the KERNEL used. 

SERVICES It gives the information on services running on the server. Following details 
are shown: 

·  Name: Name of the service. 

·  Description: Description of the service. 

·  Status: Status of the service. 

1. Action: Action that can be necessary for the service. 
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VM overview 
To view VM information: 

1. Under VB Monitoring, click VM overview. The VM overview screen appears. 

 

Figure 63: VM overview 

 

 

2. You can view the following information on the VM overview screen. 

 

Table 15: VM overview 

Field Description  

Name Name of the VM. 

Type Type of the VM. 

State State of the VM if it is available or not. 

Cpu/Mem CPU usage in percentage and memory space available. 

User Name of the user. 

Session Name of the Session. 
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Field Description  

Action Action that you need to take. 

 

3. Click on any of the VM name to view the VM details, when you click on VM name 
following screen appears. 

 

Figure 64: VM overview - detail 

 

 

4. To close the VM detail screen, click Close.  
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VB logs  
To view VB logs: 

1. Under VB Monitoring, click VM logs. The VM logs screen appears. 

2. You can view the following information on the VM logs screen. 

 

Figure 65: VB logs 
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3. Click on any of the log name to view the VB log details, when you click on VB log 
name following screen appears. 

 

Figure 66: VB log - detail 

 

 

4. To close the VB log detail screen, click Close.  

5. You can filter the log by following; 

·  User: Enter the user name and click Go. 

·  IP: Enter the IP address and click Go. 

·  Type: Select the type from list and click Go. 

6. You can change the number of logs to be displayed per page by clicking on 
respective number (20, 50, or 100). 
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Update 
Virtual Browser allows you to centralize browser, Java, and plug-in releases and updates. 
You can maintain multiple browser releases to insure compatibility with specific 
applications and optimize the infrastructure. Virtual Browser makes the entire process 
completely transparent for end users. 

To update software in the Virtual Browser management console: 

1. Under VB Monitoring, click Update. The Update screen appears. 

 

Figure 67: Update 

 

 

2. To update the required software, click that software and perform the upgrade 
instructions. 
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